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Abstract

The development of software based systems often deals with unexpected challenges. Risk
mitigation plans and practices can play a vital role in dealing with such challenges. The
study combines three separate studies that were done focusing on the key areas of soft-
ware development life cycle (SDLC).Security requirements, risk management plan and
use of Model Driven Engineering (MDE) for secure development. Questionnaires pre-
pared based on the literature �ndings and online surveys were conducted as an attempt
to gather information about the standards and practices along with the challenges faced
by the practitioners from the perspective of Bangladesh based software �rms. The re-
sponses were thoroughly analyzed and based on the response analysis a �ve step plan for
risk mitigation is software engineering was proposed.

Keywords: Software Engineering, Risk Mitigation,Software Development,Risk Manage-
ment, Software Project Development,Software life-cycle, Risk Management Plan,Software
Modeling, System Modeling, Model Driven Engineering (MDE), Bangladesh based soft-
ware �rms
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1 Introduction

We live in a world where technology is being used in almost all aspects of our daily life.
With the advancement of technology and the world enjoying its blessings there are certain
areas of challenges that demand to be addressed. One such challenge is mitigating risks
to successfully developing a software project. It requires the crucial task of analyzing the
threats and ensuring security of a system [1].
Security, being a non-functional requirement, is often dealt with at the end or later stages
of the software development life cycle (SDLC) that costs time and money that sometimes
lead to compromising on the quality [2]. There are researches and studies that show that
addressing security requirements and challenges at the beginning or requirement stage of
SDLC helps to develop a system that is more secure and e�cient [3, 4].There are systems
that require personal and con�dential information (like online banking systems) which
need to be protected to ensure the privacy of the user [5].With this requirement security
is no longer an issue that can be taken lightly [6] .
It has become essential to successfully develop software based projects within budget
and schedule. Software project management is one of the crucial factors for successful
software development [7]. Proper management of the software development plays a vital
role in the success of a project [8]. Software project management can be sectioned into
di�erent parts and one of them is risk management. While successful software develop-
ment is challenging, implementing proper risk management has proven to be bene�cial
[7, 9]. Risk management generally refers to identifying the risk factors and analyzing the
chances of the risk involved in order to be prepared in advance to take timely measures
[10].
To ensure secure development of software using software modeling could be bene�cial. In
order to have a better understanding of the system prior to its implementation abstract
models of software systems are created and systematically transformed to concrete im-
plementations [11].As the model acts as a clone of the developing software and used to
test the system it can help identify the 
aws in the earlier stage and act accordingly to
ensure smooth development. But, over the years practitioners have faced di�culties and
certain challenges such as implementation complexity, lack of data, while implementing
software modeling [12, 13].
Some of the objectives of this study are as follows:
-To assess the current state of risk mitigation practices in Bangladesh-based software
�rms.
-To identify, investigate and document the key areas and best practices for risk mitigation
in software project development.
-To analyze the challenges and determine the opportunities related to risk mitigation in
the context of Bangladesh-based software �rms.
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1.1 Overview

-To propose a guideline in order to improve risk mitigation practices within software
development life cycle.

1.1 Overview

The study aims to understand the present scenario and the behavior towards the risk
management practices of the Bangladesh based software �rms. Acknowledging the im-
portance of risk mitigation in a software development project the study intends to de-
termine the practices, challenges, opinions and potentialities. An extensive literature
review was conducted in order to determine areas that are most sensitive to risks and
plays a signi�cant role in the success of a software development project. Software secu-
rity requirements in requirement gathering, risk management plan in the software project
management plan, the use of model driven engineering (MDE) in software development
are the key areas that were chosen as areas of investigation. A research methodology
was developed to examine these key areas and three questionnaires were developed with
the help of literature for conducting surveys. The questionnaires included open ended
questions which opened the path to responses and opinions that are non-biased and gave
an honest insight on the thoughts of the responses. The survey included experts such
as Software developers, Software Project Managers, Software Test Engineers, Software
Architect, Cyber Security Analyst, Solutions Architect etc. The surveys were conducted
mostly online through a set of questionnaires using google forms as a platform. A few
in person interviews were also conducted. The survey responses were used to gain an
insight on the present practices and understand the perspectives of the respondents on
those practices, the challenges they come across and the prospect for improvement. A
thorough examination and analysis of the responses lead the way to identifying the prac-
tices and problems along with the scopes based on which a guideline to mitigate risks
in software development projects was proposed. In conclusion, the study encourages the
implementation of risk mitigation plans in software development and highlights the im-
portance and bene�ts of managing potential risks with the inclusion of risk management
practices and strategies. Even though the study responses lead to a positive outcome
and promising areas of opportunities, it is not beyond limitations. Further research is
required to gain a wider perspective and opinions on the implementation of the proposed
guideline and to scale its e�ciency.

1.2 Contribution of the Research

The study explores the current scenario: practices, challenges and opportunities for the
software �rms in Bangladesh to understand the risk management plans and strategies to
mitigate risks. This study signi�cantly contributes to �gure out the trends and patterns of
the risk management challenges and gaps in the practices. The survey that was conducted
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1.3 Organization of the Thesis

for this study validates the literature �ndings and internationally practiced methods and
steps to mitigate risks in software development. The survey responses include opinions
and suggestions by the experts working in the industry who have practical knowledge and
wide experience in the respective �elds providing a deep insight of the actual issues and
ways to resolve them. The �ndings from the result analysis could be used to compare with
the global trends and practices and �gure out the gaps in the risk mitigation strategies in
Bangladesh based software �rms. It could also be utilized to �gure out the presence of any
unique scenario that might be interesting to observe. As the study is done focusing on the
Bangladeshi software �rms, it believed that it would contribute to the literature and will
open the doors to further in depth research on mitigating risks in software development
projects from the perspective of Bangladesh. Mostly, it is hoped that the study �ndings
would encourage the inclusion of risk management practices in order to bene�t from them
by mitigating potential risks in software development projects.

1.3 Organization of the Thesis

The introduction that is section 1 consists of the overview of the project that describes the
entire concept of the study in brief, discusses the contribution of the project and mentions
how the thesis is organized and being managed as a project. Followed by section 2 which
includes the literature review of the relevant literature to provide a background of the
study that was based on these literature �ndings. The next chapter explains the research
methodology that was followed for this project. Section 4 discusses the survey responses
analysis and �ndings. Section 5 presents the proposed guideline for risk mitigation based
on the survey responses. The thesis concludes with Section 6 with a synopsis of the whole
project and its outcome and the prospect for future research.

1.4 Management of the Thesis

A work breakdown structure (WBS) and a Gantt chart was prepared for the purpose of
managing the thesis. The WBS de�nes the signi�cant stages of the project and includes
the steps required to complete the project. It makes the project goals manageable by
breaking the whole project into smaller parts.The Gantt chart represents the plan and
time period allocated to complete each task for the de�ned stages required for the com-
pletion of the project. Both the tools are used for the visualization of the project tasks
that makes accomplishing the project goals and reaching the milestones easier.

3



1.4 Management of the Thesis

1.4.1 Work Breakdown Structure

Figure 1: Work Breakdown Structure of the Project
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1.4 Management of the Thesis

1.4.2 Gantt Chart

Figure 2: Gantt Chart of the Project

5



2 Literature Review

Literature review was conducted to gather intensive knowledge on how security require-
ment engineering, risk management plan and system modeling impacts an organization to
achieve their goals and objectives. The in depth literature review, helped to understand
the researchable areas and gaps the software companies is currently having in these key
area as well an insight on how to address the issues. The literature analysis contributed
to gather knowledge on the impacts of risk management practices in the area identi�ed.
Implementing models to ensure secure software development, addressing security issues
at di�erent stages throughout the SDLC, risk management practices and plans are some
of the suggestion that came up. The de�nition, features, as well as advantages of for
implementing security requirement at the initial stage, risk management practices and
system modeling in are included in the �ndings of the literature analysis. Following are
some literature reviews that were done from the study.

2.1 Literature Review of Papers

The concept of incorporating security at the early stage of the SDLC is gaining attention
day by day. Tuma. K., et al compares 26 threat analysis methodologies that are in
use. The authors also discuss the current state and the obstacles of the existing system.
Authors stated that the security analysis procedures lacked quality assurance, not well
de�ned and mentioned about the absence of supporting tools and limited validations [1]
.Khanneh, S. and Anu, V. et al. In this study they proposed a framework to prioritize
criteria for security requirements. To achieve their goal, they used a literature review
strategy to establish security requirements engineering and then listed the cutting-edge
methods that can be used to apply a recognized prioritized standard for security require-
ments. Seven techniques for prioritizing security requirements from the literature were
found, summarized, and contrasted in their survey [2] .Sravani T. B., et al suggests the
paper is to determine the advantages of using Security Requirements Engineering in the
beginning stages of software development. Developed two di�erent versions of a simi-
lar web application including and without SRE, after which compared the security level
for each version using various testing tools. The resulting �ndings con�rm the bene�ts
of early SRE use, with a 38 percent security improvement in the secure version of the
software. This real bene�t reaches 67 percent for greater vulnerabilities, removing only
non-critical and convenient vulnerabilities [3].
Ansari, M. T. J., et al. highlights security threats that occur earlier in the SDLC process,
assisting the requirement engineer in gathering the necessary security requirements me-
thodically to assure secure and high-quality software development. The author proposed
the STORE methodology which identi�es four points|PoA, PoB, PoC, and PoD|for
security requirements based on security threats analysis to achieve the author’s objective.
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2.1 Literature Review of Papers

Later the author used this methodology in a case study for validation purposes [4]. R.
Subha, et al. assesses security challenges throughout the requirement stage. Here the au-
thors compare methodologies like SQUARE and MOSRE with ISTDRE model. During
the requirement phase no speci�c information was not captured adequately, the SQUARE
and MOSRE models and ISTDRE model technique fails to erase all virtual security
threats. Compare these techniques and show that ISTDRE is more e�cient at recogniz-
ing security threats [5]. Fabiana. F. S. F., et al Gathered primary and secondary data
using di�erent analysis to discuss the importance of security requirements in the current
world. Utilizing those data to focus deeply on experimental investigation to understand
dubious practices of omitting them from software requirement elicitation/prioritization
and the concurrent conditioning of software use [6].
Val·erio et al. conducted a methodical literature review to �nd risk management gaps,
views, and trends in software development projects from 2010 to 2018. According to the
analysis, a number of areas still need to be �lled, including the requirement for increased
performance, team participation, attention to mistakes, identi�cation of decision-making
tools, and alignment with corporate strategy. The Study o�ers insightful information on
new approaches and perspectives for risk management in software development [7].The
study by Jarrah, M.A., et al. intends to identify the primary factors that contribute to
the successful implementation of a project and investigate the role of project risk man-
agement as a mediating factor. To examine the impact of project management processes
(project initiation, planning, execution, monitoring and control, and project closure) on
e�ective project implementation, a survey was conducted .The analysis of the survey
where 96 project managers took part, revealed that project risk management mediates
the e�ect of various project management processes on successful project implementation.
It was suggested that project managers should not only focus on implementing standard
project management processes, but also on incorporating e�ective risk management prac-
tices to guarantee the success of their projects [8].
C. Basile, B.D. Sutter et al. presents a rationale for adopting and standardizing the
protection of software as a risk management process with the increase of Man-at-the-End
(MATE) attacks. It presents a Proof of Concept (PoC) decision support system that in-
stantiates many of the discussed constructs, models, and methods and automates many
activities in the risk analysis methodology for the protection of software. Although a
prototype, the PoC’s validation with industry experts indicated that several aspects of
the proposed risk management process can already be formalized and automated with
the existing toolbox and it can actually assist decision making in industrially relevant
settings [9]. Garc· �a et al. study focuses on the di�culties that small and medium-sized
businesses (SMEs) encounter while applying globally recognized standards and frame-
works, such as CMMI, ISO, and PMBOK, due to a lack of �nancial resources, human
resources, skills, and technologies. To �t their particular size and type of organization,
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2.1 Literature Review of Papers

SMEs may need to modify these best practices. Findings from a case study on a tool
for fundamental risk management used in two businesses show that both viewed the tool
favorably and as a quick way to put software engineering best practices into use [10].
Torchiano, M. et al. constructed studies on Productivity gains, portability, maintainabil-
ity, and interoperability the advantages of model-driven approaches and software mod-
elling. A sample of 155 Italian software professionals took part in an online based survey
and shared exploratory personal opinions. According to the responses model driven ap-
proaches make it simpler to achieve improved standards, increased productivity, and plat-
form independence. Better design support, better documentation, better maintenance,
and higher software quality were mentioned as bene�ts of adopting basic modelling. They
also mentioned some issues that might be discouraging its adaptation [11]. Ragnhild Van
Der Straeten et al. research about the major problems faced when using model-driven
software engineering.15 submitted research in a conference, from various countries and
institutions, were used as a base to �gure out the major problems being faced when try-
ing to apply MDE (Model Driven Engineering). They identi�ed 14 problems, 4 of which,
the authors suggested as important Industrial Adoption, Formal Foundations, Scalability
Issues, Model consistency and co-evolution [12].
Antonio Bucchiarone et al. outlines what has changed in research in MDE over the last
10 years, what challenges remain and what new challenges have arisen. In 2017 and
2018, two events were held that included experts from industry, academia and the open-
source community, focusing on an analysis of the state of research, state of practice, and
state of the art in model-driven engineering (MDE). This article reports on the results of
those meetings, and presents a set of grand challenges that emerged[13].Mahmood, N. et
al analyses that to help companies in SDLC for more precise and de�ned requirements
for secure software development RESMM can play a huge part. A systematic literature
review as well as case study in two companies was demonstrated in order to evaluate
RESMM. As a result, it found out that RESMM is simple to understand and can able to
determine the levels of maturity which will be vital for security requirement engineering
in software companies [14]. Oluwafemi O., et al O�ers supported standards for extracting
software requirements from approved texts. Also o�ers services and products evaluated
by the author in the �nancial technology sector while checking for compliance with in-
formation driven communication protocols and extracting many security standards [15].
Kalle R., et al suggests agile practices were consistently used, and they were seen to be
used in conjunction with security practices. The phases of requirement and implemen-
tation saw the highest frequency of security-related activity. In general, it was thought
that the most signi�cant activities occurred early in the life cycle. The amount of uti-
lization and the perceived security impact of numerous security actions were found to
di�er to better integrate security engineering operations into software development pro-
cesses [16]. Manish S. et al Proposes an architectural layer named Fog computing to
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2.1 Literature Review of Papers

address a variety of weaknesses. This architectural layer tends to help to assess security
vulnerabilities and to predict the changes of the new paradigm in near future. Here the
author elaborates the current research and intense vulnerability analysis focusing fully
on scalability, performance and robustness [17]. YUSUF. M., et al proposes SRERM a
model that organizations can use to get guideline from to measure their security require-
ments engineering (SRE) level of readiness. From the available resources, only 12 security
requirements categories were created and 76 best practices were identi�ed to build a SR-
ERM. Two case studies were conducted to evaluate the proposed model in a real-world
environment and few modi�cations were done to identify the readiness levels of SRE in
the software industry [18].
Malik. N. A. M., et al conducted a systematic literature review from the available re-
sources. 20 di�erent SRE approaches were selected and that were compared to di�erent
technical parameters. The study results based on the comparative analysis and analytical
evaluation shows that most of the SRE approaches do not meet the security standards
and incorporate formal methods [19]. Hugo V., et al presents the �ndings of a system-
atic mapping study on security requirement engineering in the frame of reference of agile
methods. Authors grouped those case studies and examined the limitations identi�ed
in the studies when dealing with security requirements in agile contexts. The results
demonstrate that far more initiative should be put into empirically evaluating existing
approaches, as well as room for future study to address the recognized limitations [20].
I. Lee proposed a cyber risk management framework with a focus on the cyber ecosystem
and cyber risk quanti�cation. The proposed framework which is believed to complement
the existing frameworks categories factors a�ecting cyber risk into four layers: the cyber
ecosystem layer, the cyber infrastructure layer, the cyber risk assessment layer, and the
cyber performance layer that can be expanded to the qualitative risk assessment in the
absence of quantitative historical data[21]. A.K. Sangaiah, O.W. Samuel et al. conducted
a study that aims at hybridizing fuzzy multi criteria decision making approaches for the
development of an assessment framework. It can be used to e�ciently identify and rank
notable software project risks that contribute to the decision making. The e�ectiveness
of the proposed approach results was compared with earlier methods and the assessment
shows that the integration of fuzzy approaches could be e�ective and as well accurate
compared to existing approaches for evaluating software project risks [22].
Breno Gontijo Tavares et al. evaluates failures of software projects that are caused by
improper risk management. Agile methodologies, which are now quite popular, lack spe-
ci�c risk management tactics. A tool was designed to address this issue by providing
risk management techniques within an iterative life cycle. An experiment with agile pro-
fessionals was done to test the tool’s e�ectiveness, and the results showed improved risk
response planning without additional time investment [23]. Wan Husin et al. acknowl-
edges the dangers associated with distributed software development (DSD), including
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2.1 Literature Review of Papers

communication breakdowns, time zone di�culties, and cultural obstacles. By highlight-
ing communication, emphasizing component identi�cation, and encouraging stakeholder
cooperation, the article seeks to improve the risk management framework for DSD. The
�ndings point out communication as a signi�cant concern and is incorporated into the
framework for better risk management across remote contexts [24].
Bj¤ ornsdottir et al. focuses on the progress made in benchmarking risk management,
with a speci�c emphasis on ISO risk management systems. This study proposes a two-step
benchmarking technique for evaluating the e�cacy of ISO systems, with the objective
of identifying latent risk factors and potential areas for development. The methodology
was successfully employed in six �rms that have obtained ISO certi�cation, demonstrat-
ing its e�cacy in the identi�cation of risk factors and concerns that were previously
overlooked[25]. Xingyuan Chen and Yong Deng et al. talks about the value of soft-
ware risk management and the di�culties in performing software risk assessments. They
provide a brand new data-driven software risk assessment approach called DDERM that
measures uncertainty. The methodology can be used to solve additional risk management
issues that are proven with a case study[26].
Masso et al. evaluate the current level of software risk management in the developing
software industry, by conducting a systematic literature review (SLR). The results show
a focus shift from integrated risk management processes to particular process activities.
The analysis also reveals a lack of standardization in the use of risk management models
or frameworks. These �ndings highlight the need for more thorough and rigorous re-
search in software risk management to address the industry’s increasing complexity and
problems [27]. Abioye et al., address the problem of lack of e�ective and reusable risk
management techniques for software projects. For software initiatives, the proposed so-
lution is a life-cycle approach employing an ontology-based risk management framework.
To identify, model, and rank risks information was collected from the literature, domain
specialists, and practitioners. The implementation results demonstrate reduced costs,
on-time delivery of high-quality projects, and positive feedback from software developers
who �nd the framework to be extremely bene�cial for their daily software development
activities [28].
Jolak, R. et al. conducted a case study by observing two Model Based Engineering
(MBE) projects for two months that focused on the distribution of the total software
development e�ort over di�erent development activities. After observing the challenges
during the execution of projects reported by the developers it was found that collabora-
tion and communication activities required the majority of the e�orts spent. Tool-related
challenges were also mentioned and the study found that in one case 22 percent and in
another case 30 percent e�ort was spent on tools [29]. Akdur, D. et al. have done a
world-wide survey, designed and conducted to understand the state-of-the-practice in
software modelling practices in the embedded software industry. The survey received 627
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2.1 Literature Review of Papers

responses from 27 di�erent countries. The paper aims to shed light on the helpful e�ect
of understanding and characterizing the cross-factor analysis of software modelling versus
practitioner demographics [30].
Mohamed, M.A. et al. have done Systematic Literature Review (SLR), a study is pre-
sented that focuses on identifying and classifying the recent research practices used in
Cyber physical Systems (CPS) development by applying MDE approaches. 140 research
papers (2010{2018) were evaluated in order to provide a guidance for researchers and
practitioners to identify appropriate tools and languages according to the system require-
ments �lling in the gap of having no standard guideline available [31]. Ameller, D. et
al. survey which is interview-based, �ndings are presented to understand how the Non-
Functional Requirements (NFRs) are handled in Model-Driven Development (MDD). The
survey includes practitioners from 18 di�erent companies in 6 European countries. The
results show that MDD is considered to be a complex process with almost no tool support
for NFRs which leads to generating manual support compromising software development
maintainability [32].
Badreddin, O. et al. identify trends in software design practice as well as adoption trends
for modelling languages like UML. They designed a survey with two stages of data collec-
tion, split ten years apart, to achieve this. The survey analysis describes practice trends,
such as upward, downward, positive, negative, and unexpected trends. According to
the survey, both the usage of formal and domain-speci�c modeling as well as the broad
practice of modeling is increasing to some extent [33]. Troya, J. et al. reviewed and
analyzed de�ning uncertainty in software models thoroughly. The article o�ers a classi-
�cation framework that makes it possible to compare and categories current proposals,
analysis their state of research, and identify emerging trends. The concepts, notations,
and formalisms used to express uncertainty in software models, as well as the application
domains and methodologies constantly being proposed, were compiled in this survey [34].
Feichtinger, K. et al. described in their work transforming variability models, including
potential utilization scenarios, necessary capabilities and di�culties . Their develop-
ment is based on observations, research, and input from variability modelling experts.
This study gave an overview of the essential elements of our envisioned transformation
strategy for variability models, which would be based on meta-models and generic trans-
formation operations [35].Khan, R.A. et al. develop a Software Security Assurance Model
(SSAM) to assist Global Software development (GSD) vendor organizations in measuring
their readiness towards the development of secure software. Systematic literature review
(SLR) and empirical study in the industry, the software security contributions, security
challenges and their practices for global software development (GSD) vendors. Identify-
ing the security contributions, risks, and practices in the context of SDLC [36].
Marc I. Kellner et al. provide an overview of work being conducted in the MDE �eld. It
shows why software modelling is needed, in what situations it can be used and how to
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2.1 Literature Review of Papers

e�ciently apply the various techniques to a project. The authors have used the papers
submitted in a special issue of the Journal of Systems and Software, The authors conclude
by saying the approach for simulation modelling (or MDE) is always situational depend-
ing on the kind of project [37].van der Linden, D. et al. have constructed a mixed-method
study that was conducted to understand the practitioners requirements. After analyzing
the responses received from 104 participants, statistical and factorial analysis was used
to explore potential correlations between the importance of di�erent requirements as
perceived by practitioners and the demographic factors (domain, purpose, topics). The
results show the practitioners’ requirements have been evaluated and shifted from the
previous decade [38]. Basha, N.M.J. et al. explore the bene�ts, drawbacks, challenges,
and resources of model-driven development, a signi�cant area of model-based software
design. The techniques for the di�cult problems in the MBSD are discussed in this study.
This study will consider this MBSD as a method for creating domain-speci�c components
that will lead to the Generic MDD. The concerns and di�culties discussed in this work
can help the research initiators conduct additional MBSD research [39].
Robert France et al. gives an overview of current research in MDE and discuss some of
the major challenges that must be tackled in order to realize the MDE vision of software
development. Using their own expertise on the topic they explained the current state of
MDE and possible futures. They encourage more research and use of MDE in our current
systems to achieve the vision they have [40].
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3 Research Methodology

The research is designed to identify the practices of the software �rms in Bangladesh in
order to mitigate risks, the challenges present while at it and the key factors in
uencing
those. The research also sheds light on the use of software modelling in software devel-
opment and the approach towards it by the Bangladesh based software �rms. Several
surveys were conducted that included 03-25 software �rms in Bangladesh. The surveys
were based mostly online through questionnaires via google forms with an exception of
few surveys that were conducted via interviews. A qualitative analysis of the gathered
data was done in order to identify the practices along challenges mentioned and pro-
vide a novel guideline to mitigate risks in the overall software development and project
management of software development life cycle.

3.1 Purpose of the Study

The software development life cycle (SDLC) consists of multiple stages each partially
or fully depending on the other. It is important to complete each phase as precisely as
possible before stepping to the next one in order to avoid revisiting and redoing the work
that has already been done. The study focuses on considering security measurements at
the requirement gathering stage, implementing risk management techniques for software
project development and increasing the use of software modeling for developing software
with the aim of mitigating risks in software development and making the SDLC time
and cost e�ective. Based on the determined current practices and challenges from liter-
ature and survey, the study provides novel guidelines for the Bangladeshi software �rms
to encourage incorporating the risk mitigation approaches for improving the software
development along with future opportunities.

3.2 Data Collection

Survey: Data were collected from several (3-25) Bangladesh based software �rms mostly
located in Dhaka. Multiple (3) questionnaires were prepared for the three separate stud-
ies based on the literature �ndings which also included some open questions targeting
certain areas of scope.
Software developers, Software Project Managers, Software Test Engineers, SAQ Engi-
neers, Software Architect, Junior Software Engineer, Cyber Security Analyst and Lead
ML Engineer and Solutions Architect took their time to give their valuable input on the
surveys on their respective area of expertise.
Data Sampling: Purposive sampling method was used for conducting the survey as the
studies required insights and inputs from experts in speci�c criteria and roles. For secu-
rity requirements and challenges the security analyst/support engineer , quality assurance
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3.3 Measurement and Analysis

engineer, solution architect were surveyed. For the risk management practices project
managers shared their perspective through the survey. For practitioners’ challenges in
software modeling software developers, test engineers, solution architects, project man-
agers were targeted for the survey.
Sample Participants demographic
Requirement Engineering Challenges for Security Intense System Develop-
ment

Job Title Level of Expertise Year(s) of Experience
QA Support Engineer Intermediate 2 Years

Quality Assurance Engineer Intermediate 2 Years
ML Engineer and Solution Architect Intermediate 1 Year

Table 1: Sample Participant Demographic of Security Requirements Gathering Survey

Implementing Risk Management for Software Project Development in
Bangladesh based Software Firms

Year(s) of Experience Number of Project Manager(s)
1-3 Years 7
4-5 Years 6
6-8 Years 5
9-10 Years 2

Table 2: Sample Participant Demographic of Risk Management Practices Survey

Practitioners’ Challenges in Software Modeling

Job Title Year(s) of Experience Type of Product Developed
Software Developer Less than 5 years Enterprise Applications

Project Manager Less than 5 years Mobile Applications
Solution Architect 5-10 years Web Applications

Software Test Engineer 5-10 years IoT (Internet of Things) Applications

Table 3: Sample Participant Demographic of Practitioners’ Challenges in Software Mod-
eling Survey

3.3 Measurement and Analysis

The surveys were intended to understand the current scenario of the software development
�rms in Bangladesh. The surveys speci�cally focused on software security requirements
implementation, incorporating risk management in software project management and the
use of software modeling. The questionnaires were designed with a focus to identify the
following:
Present Practices: The common and used practices in the software development by
the Bangladesh based software �rms.
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3.4 Research Method

Issues and Challenges: The problems with the running practices and the kind of chal-
lenges they are being faced because of them.
Trends and Patterns: The trends and patterns observed from the survey responses
will be used to identify the practices and their impact on the SDLC.
Opinions and Suggestions for enhancement: The industry experts point of view
and suggestion to address the issues.
Implementation Barriers/ Challenges: The challenges/ barriers to implement the
suggested improvements according to the industry experts.

3.4 Research Method

The data collected through the surveys and interviews were thoroughly studied to gather
information and analyze trends and patterns of the responses. The questionnaires for each
study were prepared with the focus to identify the current practices and challenges in the
respective �elds and their impact in the software development life cycle in Bangladesh.
The open questions on the questionnaire lead the way to understanding the perspectives of
the professionals working in several roles such as requirement engineer, project manager,
and software developer. The responses were studied to perceive the scenario and their
inputs and suggestions were kept in mind while preparing the guidelines. The guidelines
address the issues mentioned in the survey responses and intend to mitigate the risks by
making the timely use of the resources.
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4 Result Analysis

4.1 Result and Discussion

For each study certain research questions were determined. The questionnaires were de-
signed including other questions surrounding those research questions with the intention
of having a broad perspective of the respective areas. The combination of the wider
perspectives of each area will eventually lead to understanding the overall impact of the
practices and challenges in the SDLC resulting in a better opportunity to address them
in order to mitigate risk in the SDLC.
Some research questions and responses are discussed below.

� Requirement Engineering Challenges for Security Intense System Devel-
opment

A survey was conducted that included project managers, system analysts, tester/ tech-
nical lead, security advisor from three di�erent companies (Bangladesh). The survey
focused on the following areas of concern along with other relevant research questions.
RQ1: Do software companies apply Security Requirements Engineering at
the beginning of the software development life cycle?
RQ2: Does Security Requirements Engineering help to develop a quality
product?
The responses were analyzed and based on that certain challenging areas were identi�ed
for security requirements and implementation, the main concern being not prioritizing
security requirements, not conducting any risk assessment at the initial stage and not
following any framework or policies for gathering security requirements, failing to meet
deadlines, budget issues and changes in requirements.

Figure 3: Stages of Security Requirement Implementation
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4.1 Result and Discussion

The responses shown in �gure 1 represent the stage of performing security analysis. It
can be seen that none of the companies do security requirements at the initial phase, con-
tradictory to the literature that recommends conducting security requirements analysis
in the initial phase to overcome requirement engineering challenges for security intense
system development [1].

Figure 4: Impact of Improper Requirement Gathering

The respondents were asked about their opinion on the importance of requirement
gathering. According to the survey responses 66.7 percent of the respondents think im-
proper requirement development often leads to project failure. As failing to do a proper
requirement analysis leads to implementations that might require changes at the later
stage which is often not time and cost e�ective.
Based on the study’s �ndings, the surveyed companies do not follow any sort of guide-
line or framework and they do not conduct security requirements at the beginning stage
of the project. They mostly follow an ad hoc process which is not bene�ciary to their
security requirement engineering. According to the participants, they do not follow any
particular framework or any policies and some of them do not cross-check operational
and functional requirements against safety requirements resulting in poor quality and less
secured software.

� Implementing Risk Management for Software Project Development in
Bangladesh based Software Firms

In order to understand the current scenario of the software �rms based in Bangladesh in
respect to risk management implementation in software project management, a survey
(online) was conducted. From the responses it can be seen that even though risk man-
agement is not widely practiced in project management, the majority of the respondents
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4.1 Result and Discussion

are in favor of including risk management as it can help with reducing cost and utilizing
time e�ciently. The study tries to �nd answers to the following research questions (RQ)
to explore the challenges and opportunities along with the current practices of risk man-
agement.
RQ1: What are the current practices and challenges of implementing risk
management in software project management?
RQ2: How is implementing risk management bene�cial for software devel-
opment?
The respondents were asked about the risk management practices that are currently being
used by them.

Figure 5: Current Risk Management Practices

The responses included Risk Register (26.3 percent), Risk Assessment Matrix (21.1
percent), SWOT Analysis (21.1 percent), Brainstorming Sessions (21.1 percent), Monte
Carlo Simulation, and Decision Trees. While talking about the implementation challenges
of risk management practices 38.1 percent of the respondents mentioned lack of awareness
or understanding risk management concepts as a major reason. The challenges also
included di�culty in identifying and prioritizing project risks (19 percent), resistance
from team members or stakeholders (19 percent), Limited availability of resources such
as �nancial, human resources, tools (9.5 percent), inadequate risk management training
(9.5 percent, time constraints.
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4.1 Result and Discussion

Figure 6: Risk Management Implementation Challenges

The challenges also included di�culty in identifying and prioritizing project risks (19
percent), resistance from team members or stakeholders (19 percent), Limited availabil-
ity of resources such as �nancial, human resources, tools (9.5 percent), inadequate risk
management training (9.5 percent, time constraints. The following �gure represents the
frequency of conducting risk assessment during the SDLC.

Figure 7: Frequency of Conducting Risk Assessments

Only 15 percent responded said they regularly do risk assessment throughout the
project and 30 percent said that they do a risk assessment before initiating the project.
20 percent responded that they conduct a risk assessment during the project planning
and during project execution while the rest said they perform risk assessment after the
project execution.
The study surveyed the perspectives of project managers about the bene�ts of imple-
menting risk management in software development project management. Among the
respondents 31.8 percent strongly agreed and 36.4 percent agreed that implementing risk
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4.1 Result and Discussion

management practices helps to identify and address potential security vulnerabilities in
software development.

Figure 8: Impact of Risk Management Practices in identifying risk vulnerabilities

Identi�cation of risk vulnerabilities at the early stage of software development can be
bene�cial for project management as it will help to take measurements to address the risk
vulnerabilities in a timely manner to build a secure software which will have a positive
impact on the success of the project.

Figure 9: Impact of Risk Management Practices on Project Schedule

According to 78.2 percent (21.7 percent strongly agree, 56.5 percent agree) respon-
dents the overall schedule and deadline adherence is positively impacted by the use of
risk management practices.
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4.1 Result and Discussion

Figure 10: Impact of Risk Management Practices in Risk Mitigation and Contingency
Planning

These responses in the �gure indicate that incorporating risk management practices
in the software development project management fosters a proactive approach to risk mit-
igation and contingency planning which to which 34.8 percent of respondents strongly
agree and 43.5 percent of the respondents agree.
Overall, it can be concluded that most of the project managers taking part in the survey
acknowledge that implementing a risk management plan in the software development
project management plan can mitigate risk and have a positive impact on the success of
the project life cycle.
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4.1 Result and Discussion

� Practitioners’ Challenges in Software Modeling

A survey was conducted to understand the perspective of the practitioners about software
modeling in model driven engineering (MDE) and challenges that included software de-
velopers and software project managers working in di�erent software �rms in Bangladesh.
The survey was based on both questionnaire and interviews focusing on the following ar-
eas of concern along with other relevant research questions.
RQ1- What levels of di�culties do practitioners encounter with the various
types of software modeling challenges?
RQ2- What unique challenges might practitioners go through when model-
ing software systems?
The survey responses re
ect di�erent levels of di�culties for practitioners. For Model-
ing language 50 percent said that it is too complicated to understand while 75 percent
mentioned lack of proper documentation/ tutorial/ support as a di�culty. Managing
language complexity increases the level of challenges for practitioners according to 33.3
percent respondents. Extending Modeling languages adds another level of di�culty for
35.7 percent. Domain-speci�c modeling environments and developing formal modeling
languages were mentioned as di�culties by 42.9 percent.

Figure 11: Di�culty Levels of Using Software Modeling

Among the respondents 50 percent said Analyzing models, 71.4 percent said Support-
ing separation of design concerns, and 42.9 percent mentioned Transforming models and
66.7 percent said Managing models were di�cult.
The survey results show that there are several di�culties for practitioners in software
modeling. The di�culty of creating a model that is both accurate and e�cient, was the
biggest issue noted. Additionally, practitioners believed that a signi�cant barrier was
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4.1 Result and Discussion

the lack of knowledge and experience in software modeling. The task’s complexity, the
requirement to coordinate several stakeholders, and the lack of resources were additional
di�culties.
According to the survey results in the following �gure, software modeling for software
organizations is fraught with a number of di�culties for practitioners. Di�erent modules
of the model couldn’t be merged due to inconsistency in design, No prior use cases or
data to help develop the model seem to be the two major issues.

Figure 12: Challenges of using System Modeling

Bad Model Quality, Couldn’t scale the model for the entire system and Unconventional
to the company’s typical system are frequently mentioned factors. General stigma against
system modeling, Ine�cient to use. Takes more time and increased complexity are some of
the other problems that were mentioned. As per the literature, these identi�ed challenges
are not unique to practitioners based in Bangladesh.
43.8 percent of the respondents agree that the merging issue of di�erent models due to
inconsistency in design is a major challenge. When it comes to the scalability issue of
the model, the area of scope needs to be explored and a proper investigation needs to
be done. The numbers from the results in the next �gure show that 31.3 percent of
the respondents strongly agree that system modeling does help in development while 25
percent agree.
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4.1 Result and Discussion

Figure 13: System Modeling Facilitates Software Development

This is a positive fact for the future of MDE in Bangladesh. The problems being
faced now can be overcome with research and development. But, before all that there
needs to be a drive towards that goal. This response paints an optimistic future where
the current challenges will be replaced by bene�ts and opportunities.
As observed from the survey responses below in the �gure, most of the developers now
try to use system modeling in their projects. 20 percent developers said they implement
system modeling while 60 percent said that they sometimes include system modeling in
their projects.

Figure 14: System Modeling Adaptability Percentage

This is a sign of positive change. Practitioners are getting familiar with the advan-
tages of system modeling and so it is being tried in projects. If not for the whole system,
developers try to use MDE in individual modules to properly build them and later merge
with the overall project. Even though the usage percentage of implementing system mod-
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4.1 Result and Discussion

eling is promising, the percentage of the system modeling not being used is not neglect
able.
Practitioners believe that although software modeling is a crucial activity, doing it well is
challenging. Practitioners suggested that the organization provide their software model-
ing teams’ greater resources and training, as well as better cooperation across stakehold-
ers, to overcome these issues. Additionally, experts urged the development of improved
technologies to streamline the procedure. Better tools were also requested by practition-
ers to make the procedure simpler and more e�ective.
Incorporating practices that contribute to the betterment of di�erent phrases of the SDLC
will bene�t the whole life cycle of the software development project. The three studies
focused on identifying the practices and challenges of security requirement analysis in
requirement gathering, risk management plan in project management and use of software
modeling in software development; three di�erent and important stages. All three studies
re
ect the answers to having a successful project and how including risk assessment at
the initial stage, having a risk management plan and using software modeling can not
only make the SDLC time and cost e�ective but also paves the way to developing a secure
and high-quality software.
Being able to gather those and scan them through the lens of risk mitigation in the over-
all software development can lead to signi�cant improvement and opportunities for the
software �rms in Bangladesh.
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5 Proposed Guideline

Mitigating risk in the software development life cycle is a crucial but essential task that
is directly related to the success of the software project development.A framework to
integrate risk management practices in di�erent phrases throughout SDLC can make the
pivotal task of risk mitigating feasible. Security requirements should be integrated with
software development life cycle (SDLC) at the early stage as developers need to be well
aware of the requirements as the implementer of those. A risk management plan should
be included in the software project management plan to have strategies sorted should
any potential risk arises. The software development plan should also include secure
development and security testing as an additional part of the SDLC risk mitigation plan.
The main objective is to suggest an e�ective guideline based on the survey responses on
how the organization in Bangladesh can gain insights and improve their secure software
development life cycle. The aim is to explore the risk and security management practices
and propose a risk mitigation model/ guideline for software development which can be
followed by the Bangladesh based software �rms. It should be noted that the proposed
guideline is a general guideline based on the literature �ndings and survey responses that
might not adhere to the principles of all software �rms in Bangladesh. Proposed below
is a �ve step guideline that could signi�cantly contribute to mitigate risks in software
project development-

Figure 15: Proposed Guideline to Mitigate Risks in SDLC
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The �ve steps of the guideline is discussed in details below.
Governance Mechanism
Several organizations got bene�t by practicing a well-established framework such as
NIST’s Secure Software Development Framework (SSDF). Bangladesh based software
�rms can also be bene�ted by the following

� Follow International Standard: Bangladesh based software �rms can gain knowl-
edge from OWASP (Open Worldwide Application Security Project), SAFEcode etc
as they discuss the software vulnerability in detail, provide security engineering
training and regularly update them.

� Customized Framework or Guideline: Based on those frameworks and guide-
lines the organizations in Bangladesh can customize their own secure development
policy to establish the security requirements.

� Building Governance Mechanism: The standards such as ISO 27001, SOC 2
which provide speci�c security requirements by which organizations can build their
governance mechanism.

Security Requirements
The basic requirements are: functional, nonfunctional, and derived/domain speci�c. Soft-
ware security is widely considered as a non-functional requirement. According to the
survey responses, software security requirements can be considered into these three cate-
gories and not just non-functional. Security requirements specify what a system must do
and be in order to perform securely, just as performance requirements specify what a sys-
tem must do and be in order to perform according to speci�cations. User access control,
data integrity, authentication, session time-out and secure password lockouts are exam-
ples of functional security requirements. In other hand Audit logs lie to non-functional
security requirements. User ID, PIN number, account lockout, prevention against SQL
injection etc. should fall under derived security requirements. According to the literature
and surveys it is bene�cial to integrate security requirements with every part of develop-
ment but currently organizations mostly treat them as non-functional requirements only
and this mindset might be a�ecting the schedule, budget and the overall quality of the
software; impacting the success of the software development project.
The practices that could enhance and solidify the software security requirements (but not
limited to these) are-
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� Standardized Security Requirements Framework: A standard requirements
framework, policy or guideline needs to be followed to streamline the elicitation of
security requirements.

� Gathering Security Requirements: The security requirements need to be col-
lected and speci�ed before initiating the software development.

� Speci�c Security Requirements: Security requirements need to be as speci�c
as possible so that there is no confusion afterwards.

� Client and Security Requirements: The customers should be made aware of
and asked about their security requirements from the beginning of the project.

� Functionality and Security Requirements: Basic Security requirement related
to functionality of the software should be maintained.

� Security Requirements Prioritization: Prioritization needs to be de�ned for
the di�erent type of security requirements.

� Domain based Security Expert: Relevant security domain experts should be
involved in the requirement collection phase.

� Security Personal: A separate security personal can be delicately involve to re-
view the security requirements during the development phase.

Risk Management Plan
Risk management is crucial for any company or organization, whether it’s dealing with
workplace accidents, staying current on regulatory compliance issues, or resolving unem-
ployment claims. While implementing risk management might seem like a complex task
and often considered nonessential, it has the potential to be a powerful instrument for
project management. Risk management programs o�er an opportunity to cut expenses,
save time, and acquire a competitive edge in addition to eliminating risks. Employing
and training substitute workers, modifying work schedules, looking into incidents, and
putting in place safety protocols, and corrective actions, hardware and software failures,
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human mistakes, viruses are all examples of potential risks while developing a project.
The following suggestions to address the concerns with risk management techniques in
software project development inside Bangladesh-based software �rms could be used:

� Standardized Risk Management Framework: A standardized methodology
or framework for risk management suited for Bangladesh based software �rms that
includes best practices, guidelines, and templates for risk identi�cation, assessment,
mitigation, and monitoring should prove bene�cial and work as an encouragement.

� Data Security: The security of the data should be ensured and plans such as the
Information Technology Risk Management (ITRM) program that aims to identify,
foresee, and eliminate risks before they become issues should be created in case of
an IT emergency.

� Crisis Control: Crises such as cyber-attacks, regulatory scrutiny, workplace ha-
rassment, compliance issues, litigation which arise without prior notice should be
included in a crisis management plan (having available consultants, lawyers, IT spe-
cialists, and other experts available) along with strategies to handle the anticipated
risks.

� Education and Training: Plan risk management workshops, seminars, and train-
ing sessions, risk management courses by academic institutions and business organi-
zations for software project teams, project managers, and senior management that
includes skill development and certi�cation will encourage participation.

� Knowledge Sharing and Collaboration: A network or a platform where soft-
ware companies might exchange case studies, lessons gained, and experiences in risk
management will promote corporate cooperation and knowledge sharing to advance
the adoption of successful strategies and tactics.

� Top Management Engagement: As senior management’s knowledge of risk
management plays a crucial part in a project’s success, they should be updated
with the statistics and case studies that demonstrate the advantages of e�ective
risk management.
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� Feedback and Improvement: Risk management strategies and policies should
be regularly evaluated with the help of feedback from stakeholders and software
experts to ensure that the standardized risk management framework and training
programmers are kept current and e�ective to iteratively enhance them.

� Peer Review and Benchmarking: Software companies should be encouraged
to take part in peer evaluations and benchmarking activities to compare their risk
management procedures to industry norms by acknowledging and rewarding com-
panies that succeed at risk management and ensure optimal practices.

� Research and Case Studies: Researching on projects that explore the di�culties
and possibilities unique to Bangladesh’s software sector, Documenting case studies
that showcase the success tales of businesses that have successfully implemented
risk management techniques and show observable e�ects will motivate the inclusion
risk management plan.

Secure Development
It is tough to implement the whole idea of secure development and practice it in reality
as the developer’s focus might shift to write the code more accurately rather from the
security point of view. Due to the fact most of the modern software is not developed from
scratch and the developers also can’t limit their focus on code writing only. Model driven
engineering (MDE) can play a signi�cant role in this case. Software modeling can ensure
smooth implementation of requirements, help make important decisions about compo-
nents and develop secure software. Software modeling is mostly used for creating secure
software as they are created and tested before implementation. Using system modeling
as a tool through di�erent stages of SDLC can be bene�cial for making necessary modi-
�cations from time to time which is required to develop a secured software.
While software modeling is not widely used in Bangladesh based software �rms there is
a positive changing trend that can be observed from the survey responses. To encourage
the use of Model Driven Engineering/ Software modeling to utilize its bene�ts for soft-
ware development certain steps can be taken such as-

� Challenges and Causes: Determine the challenges of implementing MDE and
identify their root causes through extensive research and take steps to address the
challenges.
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� Documentation: Ensure proper step by step documentation of implementations
by the practitioners for comparative studies.

� Scalability Issue: Techniques such as modular engineering principles, incremental
processing could be utilized in order to address the scalability issues of MDE.

� Education and Training: Education events such as seminars, workshops, and
training sessions can promote the use of MDE with a clear understanding of its
utility and success.

� Research and Case Studies: Real life use cases and supporting research data
can also encourage the implementation of software modeling in certain settings.

Security Testing Security testing is a type of Software testing that checks the vulnera-
bilities of the overall software/ application and ensures that the software is secured from
unauthorized access, malicious attacks etc. by providing a forewarning to the developers
to mitigate those before launch. Some major goals of Security testing are to identify
threats and vulnerabilities, to detect the security risk and to help developers to �x codes
that might have potential security threat.
Con�dentiality, Integrity, availability, Authentication, Authorization and Non-repudiation
etc. are the basic principles of security testing. Some of the common type of security
testing which can be followed by the organization in Bangladesh are-

� Network Vulnerability Scanning: Security scanning for the network is a way
to check and identify potential vulnerabilities and threats which allows the orga-
nization to take action in order to mitigate the potential risks before they become
harmful for the system.

� Security White Box Testing: The white box testing allows the tester to do an
in-depth inspection of the codes along with source codes and infrastructure designs
and documents to identify any internal issues.

� Security Black Box Testing: Through a black box testing the tester can be sure
of the systems external behavior and ensure the systems safety from cyber-attacks.
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� Penetration Testing: Penetration testing is executed to identify any security
loopholes that the system might have and can be taken advantage of by any in-
vader or attacker.

� Risk Assessment: Risk assessment is used to identify potential risks along with
case studies and scenarios in order to prepare the team should such risks arise.

� IT Security Posture Assessment: Security posture assessment helps to identify
the security threats of the software �rms’ security policies and strategies by per-
forming extensive evaluation.

� Ethical Hacking: Ethical hacking such as the Read Teaming concept is used to
identify a system’s weakness by attacking the system intentionally and assessing
the security level of the system or software.

Governance Mechanism, Security Requirements, Risk Management Plan, Secure Devel-
opment and Security Testing each plan an important role in the success of developing
a secure software system. Each phrase works as a step in a staircase which leads the
way to the landing that is a successful and secure software project development. Being
able to combine them together in a framework and implementing them in a software
development project can increase the chances of climbing up the staircase by facing the
least amount of threats. While it is not practically possible to predict and eliminate all
kinds of risks in a software development project, a plan or a guideline to mitigate them
can work wonders by having the team prepared with the knowledge of possible risks and
strategies to handle them should they arise.
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6 Conclusion

The potential for risk mitigation in Bangladesh based software companies appears to be
promising. The respondents participating in the survey strongly agreed that integrating
risk management techniques into software project development positively in
uences the
project success, decision-making, meeting deadlines and overall e�ciency. This provides
a strong ground for encouraging the risk management practices to mitigate the risks in
software project development for the management.
The responses on the survey also helped to identify the areas of possible development and
certain areas might require specialized approaches to investigate further in order to iden-
tify potential challenges. To mitigate the risks as much as possible the strategies should
be proactive. Risk identi�cation and assessment,risk management and response plan-
ning,educating and training the team and including the people from all stages involved
in the software development project would encourage the risk management practices and
increase the chances of �guring out the most e�cient risk management practices and
techniques for the software development project and the software �rms.

6.1 Sustainability

Sustainability requires developing projects that are of high quality in order to make them
long lasting. The goal of this project is exactly that. Incorporating risk mitigation
practices throughout the project development increases the systems sustainability by
building a software or systems which are highly secured and meets the quality standards.
It also ensures less waste as risk mitigation practices in each phrase most likely paves the
way to a successful development of software projects.

6.1.1 Social Impact

The impact of a software in the societal context is an essential criteria of concern. How
the software development project a�ects the people related to it and what kind of impact
the complete project will have on the society is a sensitive area that should be taken
under careful consideration. A framework or policy that exclusively deals with the social
impacts of a software development project and educating the people related to the project
will help determining the social impacts e�ectively.

Security Requirements for Security Intense Systems
The demand for secured systems is increasing and security requirement consideration has
become essential. According to the survey conducted it leads the production of a software
that is secure and e�cient to use.
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6.2 Feasibility

Risk Management Practices in Project Management
The survey responses indicate that a risk management plan ensures safety of the indi-
viduals associated with the software development project. Having a guideline to follow,
ensuring step by step implementation of the risk management practices will result in less
trouble for the people involved in the development project and produce a system that
adheres to the requirements and requires less corrections in the later stages.
Practitioners’ Challenges in Software Modeling
Even though there are challenges but with proper training and guideline Practitioners will
�nd the implementation of systems favorable for them with the use of software modeling
according to survey responses.

6.1.2 Environmental Impact

Developing projects and systems that are sustainable has become essential. Incorporat-
ing green coding, green programming, and mindful use of resources and the concept of
energy e�ciency will add up to the sustainability factors. Reducing e-waste by utilizing
the resources to the fullest and developing systems that are secure, easy to update and
perform e�ciently is crucial to environmental sustainability. Adopting a formal environ-
mental policy or procedure and training sta� on environmental considerations will help to
achieve the sustainability of the environmental impacts of software development projects.
Security Requirements for Security Intense Systems
Developing software that is secure and e�cient to use will gain the trust of the users.
They will likely start using them to the full potential, reducing the use of paper. The
software will also be utilized fully and will not contribute much to the e-waste.
Risk Management Practices in Project Management
Risk management practices ensure the team is prepared to deal with the potential risks
and ensure the factors vulnerable to risks are being covered. According to the survey,
this leads to smooth implementations and development of software projects.
Practitioners’ Challenges in Software Modeling
System modeling contributes to the sustainable factor as well as software development as
it can use software models for similar kinds of projects that have been previously devel-
oped and implemented, as re
ected through the survey. It ensures the sustainable use of
the resources along with proper implementation.

6.2 Feasibility

The proposed guideline in this project is a combination of practices that are widely used
globally and are considered bene�cial for mitigating risks. The implementation of those
practices in the software project development from the perspective of Bangladesh based
software �rms should be an uncomplicated and cost e�ective task. Software �rms might
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6.2 Feasibility

need some modi�cation or customization to meet their policy or goals but the proposed
general guideline is a compilation of practices that are presently being used worldwide.

6.2.1 Technical Feasibility

Technical feasibility is an important factor for a software development project. To eval-
uate the technical feasibility it is essential to ensure the access to necessary tools and
platforms. The tools and technical support that are used for risk mitigation in di�erent
stages are commonly available and easy to access. The data collection method and the
data analysis techniques are other major key factors that’s feasibility should be ensured.
This included surveys (both online and in person) and interviews. In order to keep the
risk mitigation practices updated constant evaluation is required. To serve the purpose
it is necessary to conduct these surveys from time to time and to gain an honest per-
spective participation of the people involved in the project development is essential. The
lack of knowledge or unwillingness on using the tools for risk mitigation purposes could
be a barrier. Encouragement on learning and utilizing the tools and resources will also
contribute to the technical feasibility of the project.
Security Requirements for Security Intense Systems
The technical feasibility of gathering security requirements since the initial stage of SDLC
is achievable. From the survey responses it has been re
ected that incorporating security
requirements from the early stage is technically more feasible than dealing with them at
the later stage. The clear concept about the security requirements leads to implementa-
tions that meet the expectations and functionalities.
Risk Management Practices in Software Project Management
Including a risk management plan in order to encourage risk management practices might
appear to be a complicated task but it is technically rather feasible. The survey responses
show that the project managers actually believe that risk management practices are ben-
e�cial for software development projects and there are ready tools that are already in
use. It is the willingness of the responsible individuals that needs to be ensured.
Practitioners’ Challenges in Software Modeling
Software modeling or system modeling deals with abstract models of a system that pro-
vides the chance to decide on the �nal outcome before stating the actual implementation.
Using a similar kind of model that already exists and making required modi�cations makes
the task less complicated and also ensures the success of the �nal product. According to
the survey responses, the majority of the practitioners believe that using system modeling
facilitates software development.
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6.2 Feasibility

6.2.2 Economic Feasibility

The economic feasibility of a project includes the economic viability of the project and
the outcome related to it. Rough Order of Magnitude (ROM) contains the estimated cost
of the project and its parts. The cost related to the tools, platforms and technical support
that is required to implement risk mitigation practices is critical for economic feasibility.
The appointment of human resources or security experts or personnel dedicated to en-
suring implementation of risk mitigation practices and the cost related to it also needs
to be considered. The cost of data collection methods (surveys and interviews), tools
that are being used for data analysis and documentation are crucial factors of a project’s
economic feasibility.
Security Requirements for Security Intense Systems
As a non-functional requirement security is often dealt with at the later stage and some-
times at the �nal stage. Which most of the time leads to last minute modi�cations and
redoing certain steps exceeding the budget and deadline. The survey responses indicate
that such situations can be avoided by including security requirements since the begin-
ning of the software development project.
Risk Management Practices in Software Project Management
A risk management plan includes a budget allocated for risk management practices ac-
cording to the risk assessment of the software development project. This contributes to
the economical feasibility of the project by mitigating risk and the additional cost related
to it. The survey responses show that this proactive approach is bene�cial to deal with
incidental expenses.
Practitioners’ Challenges in Software Modeling
Software modeling requires tools and individuals who are experts in using them. Acquir-
ing the tools and training the people related to the software development project to use
those might add some cost but the proper utilization of the concept will ensure that it is
worthwhile. It contributes to reducing cost by reusing resources for the implementation
purpose. According to the survey conducted the practitioners think that even though
there are some di�culties using system modeling can be advantageous.

6.2.3 Operational Feasibility

In order to assess a project’s successful implementation operational feasibility is neces-
sary. Implementing risk management practices might seem like a complicated task but
mostly these are simple steps and practices combination of which bene�ts the overall
project. The proposed guideline which consists of risk mitigation practices and steps in
di�erent stages, is based on the perspectives of the experts involved in software develop-
ment projects. So, the practical implementation is expected to contribute to the project’s
e�ciency with minimal changes and additions to the project development environment
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6.3 Ethics

and practices. Ensuring the implementation of the risk mitigation practices will positively
impact the software development project by developing a secure and e�cient system.
Security Requirements for Security Intense Systems
According to the survey responses as well as literature �ndings, taking security require-
ments under consideration since the beginning of the project has proven to be bene�cial
for the overall project as it produces products that are accurate to the requirements and
secure to use.
Risk Management Practices in Software Project Management
The survey participants who are experienced project managers responded that risk man-
agement practices help identifying risk vulnerabilities in a software development project
and provide a chance to take necessary steps to mitigate those. Conducting risk assess-
ments throughout the project on a regular basis has a positive impact on the project’s
successful implementation.
Practitioners’ Challenges in Software Modeling
Software modeling could be a challenging task but with proper utilization of the resources
it can contribute to secure development of the software. A lot of models are already pre-
pared and tested to be correct as they have been implemented and using such models
for similar kinds of projects requires minimal modi�cations and increases the chances of
proper implementation of the system.

6.3 Ethics

It is essential to maintain ethical boundaries while conducting research. The participant
gave their consent to use the data provided by them as a response to the survey questions.
Their identity and other personal information are being kept con�dential to ensure that
the data analyzing was not in
uenced by the respondents’ role or identity. The data that
was collected through the survey were only used for the sake of this research and with
the best intentions to understand the present condition of the software �rms in order to
determine the scopes of improvements.
Data Security and Privacy through Security Requirements
The development of the software project should be done keeping in mind the societal
impact and individual well-being. With the advancement of technology it has become
essential to ensure the safety of data and personal information. The world has become
technology driven and it is now almost impossible to not use software for work or personal
reasons. Developing a system that takes the security issues to the fullest consideration and
implements the security requirements since the initial stage of the development produces
systems that are well secured and less susceptible to cyber-attacks.
Risk Assessment through Risk Management Plan
Assessing the potential risk of the software development project and taking necessary
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6.4 Project Summary

steps in order to mitigate the risks of ten serve as a safety measure for the project
development team. It often saves the team from legal actions as all the criteria are taken
under consideration in the risk assessment. It also helps the team to prepare for any
potential critical situations and ensures their safety.
Well-built and User Friendly Secure System through Software Modeling
The software modeling ensures the system is well built and secured and delivers a product
that meets the requirements of the client. Using system modeling and doing security
testing it beforehand ensures proper implementations of the required system. This also
saves time and cost along with reuse of resources. It helps to access the user friendliness
of the system and provides a chance to make sure that it is easily accessible by the client
and inclusive to the users.

6.4 Project Summary

Three separate surveys were done in order to �nd the current practices and the challenges
the software �rms in Bangladesh are facing. The surveys focused on security requirement
gathering, risk management in software development project management and software
modeling in software development. The project aims to provide a guideline to mitigate
risks in the software project development by understanding the present scenario and
determining the opportunities. People of signi�cant roles such as project managers,
software developers, software test engineers, software architects, solution architects etc.
took part in the survey and shared their insights. Based on the responses analysis and
literature �nding a �ve step guideline has been proposed to mitigate risks in the software
development.

6.5 Future Work

The project has a lot of scope for future work which could increase the potentiality and en-
hance the e�ciency of risk mitigation in software development projects. The surveys that
were done for three separate studies were based on literature �ndings. A second round of
survey based on the responses could lead the way to a much concrete understanding and
reasoning and opinion. Also, the surveys had only a few number of respondents due to
time constraints. Conducting surveys on a wide range of people working in the industry
will help to gather a large amount of data to analyze and signi�cantly contribute to the
literature and proposed framework. The guideline that has been proposed is only based
on the analysis of the literature �ndings and survey responses. Practical implementation
of the guideline is necessary to determine the e�ciency and improvement rate and �gure
out the weak points or gaps and the opinion of the industry experts.
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