Independent University Bangladesh (IUB)
IUB Academic Repository

Graduate Thesis 2025

2025-12

Entropy Regularized Transformer
Based - Anomaly Detection

Hasan, Mostafa Fahim

IUB

http://ar.iub.edu.bd/handle/11348/1036
Downloaded from IUB Academic Repository



~ T UNIVERSITY,®

Entropy Regularized Transformer-Based Anomaly
Detection

December 2025

Prepared by:

Mostofa Fahim Hasan
ID: 2220440
Sadia Ahmed

ID: 2220645

Md. Jahid Hasan
ID: 2221546

Department of Computer Science and Engineering
Independent University, Bangladesh

Supervised by

Md. Zahangir Alam, PhD
Assistant Professor
Department of Computer Science and Engineering
Independent University, Bangladesh

(%8 CamScanner


https://v3.camscanner.com/user/download

Attestation

We are aware of the fact that plagiarism is strictly prohibited and it conflicts with
our university’s rules and regulations. We guarantee the authenticity of our work. We
have used some copyrighted material and models of others in our project which has been
properly cited following the international standards proper guidelines.

Author Name:

----------------------------------------------------------------------------------

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

----------------------------------------------------------------------------------

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

(%8 CamScanner


https://v3.camscanner.com/user/download

Acknowledgement

Our profound appreciation goes out to our esteemed supervisor, Md. Zahangir Alam,
Ph.D., Independent University, Bangladesh. His devoted leadership, perceptive advice,
extraordinary tolerance, and the kind donation of his precious time were crucial to the
accomplishment of our endeavour. The quality and depth of our work were significantly
improved by our supervisor’'s knowledge and guidance, and we sincerely appreciate his
constant support throughout our academic career.

We also express our sincere gratitude to the Department of Computer Science and
Engineering for their outstanding assistance and unwavering support. The creation and
implementation of our project was greatly aided by the creative and cooperative environ-
ment of the Department. In addition, the support and encouragement have been crucial
in shaping our fields of study and research. We are grateful for the resources and oppor-
tunities provided to us throughout our investigation, which undoubtedly improved our
educational experience.

We acknowledge and appreciate the contributions of all who helped us along the way,
both directly and indirectly.

(%8 CamScanner


https://v3.camscanner.com/user/download

Abstract

The security of safety in the Internet of Vehicles (IoV) has great concern in recent
years. Intra-vehicular networks (IVNs) are increasingly targeted by cyberattacks, disrupt-
ing normal vehicular operation and causing damage to data received from various sensors.
An anomaly in the sensor data due to a cyberattack may disrupt normal vehicular op-
eration. Therefore, IVNs require cutting-edge anomaly detection mechanisms to ensure
vehicle privacy and security. In our final-year design project (FYDP), we initially pro-
posed an unsupervised anomaly detection method using a transformer-based autoencoder,
commonly referred to as a transformer autoencoder. Using the CAN bus hacking dataset,
we test our system. Furthermore, we have proposed a more efficient entropy-regularized
transformer autoencoder (ETAE) for large-scale multivariate time-series data, such as the
ToN IoT network and weather, to quantify uncertainty in anomaly detection. The pro-
posed ETAE incorporates entropy-based regularization into its attention mechanism. The
proposed ETAE enhances the model’s anomaly detection capabilities by penalizing high-
entropy attention distributions and encouraging the machine to focus more confidently on
key regions. A thorough mathematical expression of both models has been derived, and
the theoretical derivation has been verified through extensive simulation work. The simu-
lation results show that our models outperform the conventional deep learning baselines
noticeably in terms of Fl-score, accuracy, precision, and recall.
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1 Introduction

1.1 Background of the project

In today’s data-driven technological era, the rapid advancement of the Internet of Things
(IoT), Cyber-Physical Systems (CPS), and Intelligent Transportation Systems (I'TS) has
revolutionized the way modern industries operate and communicate [1] [2]. These tech-
nologies have introduced automation, intelligence, and interconnectivity across diverse
fields such as manufacturing, healthcare, agriculture, and particularly transportation |3]
[4] [5]. The integration of artificial intelligence (AI), smart sensors, and actuators en-
ables real-time monitoring, automated control, and predictive decision-making, resulting
in the continuous generation of massive volumes of multivariate time-series data from
interconnected devices and communication networks. This continuous data flow forms
the foundation of modern smart infrastructures and plays a crucial role in improving op-

erational efficiency, safety, and sustainability|6].

The Internet of Things (IoT) has become a fundamental component of intelligent sys-
tems by connecting billions of devices that exchange data seamlessly [7|. Through this
interconnection, IoT enhances communication, resource optimization, and automation,
creating new opportunities for innovation across various industries [8|. In transportation,
[oT forms the core of Intelligent Transportation Systems (I'TS), which leverage real-time
data and smart communication technologies to enhance mobility, reduce traffic conges-
tion, and improve safety. ITS applications, such as vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) communication, enable smarter traffic management, autonomous
driving, and efficient transportation coordination. Therefore, the [oT and ITS are vital in
building safer, more efficient, and environmentally sustainable transportation systems |9].

A key innovation emerging from these technological advancements is the development of
Autonomous Vehicles (AVs) [10] [11]. These vehicles represent a major step toward re-
alizing fully intelligent and self-operating transportation systems. AVs rely on advanced
sensing technologies such as LiDAR, radar, cameras, and GPS to perceive their environ-
ment and make accurate, real-time driving decisions [12|. At the core of these vehicles are
Electronic Control Units (ECUs), which are embedded computing systems responsible for
controlling critical functions such as steering, braking, acceleration, and navigation. To
ensure synchronized operation among multiple subsystems, modern vehicles incorporate
dozens of ECUs that communicate through Intra-Vehicular Networks (IVNs) using proto-
cols such as FlexRay, Media-Oriented Systems Transport (MOST), and Controller Area
Network (CAN) [13] [14] [15].

Among these communication protocols, the CAN bus is the most widely used due to its low
cost, high efficiency, and simplicity. However, despite its advantages, the CAN protocol
suffers from several inherent security vulnerabilities [16] [2]. Its broadcast-based commu-
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nication structure and lack of encryption or authentication make it highly susceptible to
cyberattacks such as spoofing, message injection, and denial-of-service (DoS)[17] . Such
attacks can disrupt normal communication among ECUs, manipulate vehicle functions,
and compromise passenger safety[18]. As vehicles and IoT devices become increasingly
interconnected, the attack surface expands, making cybersecurity and anomaly detection
an urgent research priority [18]. Protecting communication networks in autonomous and
loT-based systems is therefore essential to ensure safety, reliability, and stability in intel-
ligent environments [19].

Traditional statistical and machine learning approaches for anomaly detection often strug-
gle to handle the complexity, high dimensionality, and nonlinearity of multivariate time-
series data generated by such systems [20]. They rely heavily on manual feature extraction
and fail to capture long-term temporal dependencies and inter-feature correlations, leading
to inconsistent or inaccurate anomaly detection results [21]. To overcome these limitations,
researchers have increasingly adopted deep learning models such as Autoencoders (AEs)
and Transformers, which can automatically learn complex data patterns and temporal
dependencies [22]|. Autoencoders are widely used for unsupervised anomaly detection by
reconstructing normal data behavior and identifying deviations based on reconstruction
errors|23]. Similarly, Transformer-based models utilize self-attention mechanisms to learn
temporal relationships in sequential data effectively|24|. However, standard Transformer
Autoencoders (TAEs) often suffer from high-entropy attention distributions, which intro-
duce uncertainty, reduce interpretability, and lower anomaly detection precision|[20] [22].

To address these challenges, this research proposes an Entropy-Regularized Transformer
Autoencoder (ETAE) for anomaly detection in multivariate time-series data [25|. The
ETAE introduces an entropy-based regularization term within the Transformer’s attention
mechanism to minimize uncertainty and enhance focus on the most informative features
126]. By penalizing high-entropy attention distributions, the model encourages more con-
fident and interpretable attention patterns, resulting in improved accuracy, robustness,
and reliability 27]. The proposed ETAE framework is evaluated using multiple real-world
datasets, including the CAN Car Hacking, ToN IoT Network, and ToN IoT Weather
datasets|28|. Experimental results demonstrate that ETAE significantly outperforms con-
ventional Transformer Autoencoders (TAE) and Convolutional Neural Network Autoen-
coders (CNNAE) in terms of accuracy, precision, recall, and F1-score [26]. These findings
confirm that integrating entropy regularization into Transformer architectures enhances
anomaly detection performance while providing a more interpretable and cybersecurity-
oriented solution for modern intelligent systems [29].

1.2 Problem Statement

Despite the remarkable progress in Artificial Intelligence (Al), networking, and automa-
tion technologies, Intra-Vehicular Networks (IVNs) and Internet of Things (IoT) commu-
nication systems continue to face significant cybersecurity challenges [30]. These intercon-
nected systems are at the core of modern intelligent infrastructures—autonomous vehicles,
industrial IoT platforms, and smart environments—all of which rely heavily on real-time
data exchange and automated decision-making [31|. However, as the level of connectivity
increases, so does the system’s vulnerability to cyber threats [32]. These weaknesses can
disrupt normal operations, compromise data integrity, and endanger user safety, thereby
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threatening the reliability and stability of autonomous and IoT-based environments [33].

Traditional statistical and machine learning (ML) models for anomaly detection have been
widely explored to address these threats, but they often struggle to handle the inherent
complexity, high dimensionality, and non-linear characteristics of multivariate time-series
data produced by intelligent systems [34]. These conventional methods depend on exten-
sive manual feature engineering, where domain experts must carefully design features for
training [35]. Such dependence limits adaptability to new or evolving attack patterns,
especially in dynamic environments where normal behavior continuously changes. More-
over, most traditional algorithms fail to capture long-term temporal dependencies and
inter-feature correlations, which are essential for identifying subtle anomalies that evolve
gradually over time [35]. Consequently, these models frequently exhibit inconsistent per-
formance, low detection accuracy, and poor generalization when deployed in real-world,
data-intensive systems [36].

These limitations become especially critical in automotive systems, where the Controller
Area Network (CAN) bus protocol is a fundamental communication backbone for vehi-
cle subsystems|37]. The CAN bus facilitates the exchange of control messages between
Electronic Control Units (ECUs) responsible for braking, steering, acceleration, and nav-
igation. Although eflicient and cost-effective, the CAN protocol lacks essential security
mechanisms such as encryption and authentication [16]. Due to its broadcast-oriented
communication structure, it is highly susceptible to cyberattacks including Denial-of-
Service (DoS), message injection, and spoofing [17]. In these attacks, malicious actors
can inject false messages, flood the communication channel, or impersonate legitimate
ECUs, thereby manipulating critical vehicle functions and potentially leading to catas-
trophic safety risks. Such vulnerabilities highlight the urgent need for advanced anomaly
detection solutions that can accurately monitor CAN traffic, distinguish between normal
and malicious patterns, and respond in real time [18][19].

Furthermore, existing Intrusion Detection Systems (IDSs) designed for vehicular or IoT
networks suffer from several inherent drawbacks|38|. They often exhibit high false posi-
tive rates, which can trigger unnecessary alerts and reduce user trust[39]. Their computa-
tional complexity makes them unsuitable for real-time deployment in resource-constrained
environments such as embedded automotive controllers or low-power IoT nodes [40]. Ad-
ditionally, most deep learning—based 1DSs lack interpretability, meaning that while they
can detect anomalies, they cannot easily explain why a particular event was classified
as suspicious|41|.This lack of transparency undermines their acceptance in safety-critical
domains like autonomous vehicles, where explainability and reliability are as important
as accuracy|41][40].

(Given these limitations, there is a clear research gap in developing an anomaly detection
framework that is both accurate and interpretable, capable of learning complex temporal
patterns without manual intervention, and efficient enough for real-time deployment|25].
Such a framework must be able to handle temporal dependencies, feature correlations, and
contextual variations across diverse operational conditions|26]. It should also minimize
detection errors, reduce false alarms, and provide actionable insights to ensure security
and resilience [29].

To address these challenges, this research proposes an intelligent, deep learning—based
anomaly detection framework built upon the Entropy-Regularized Transformer Autoen-
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coder (ETAE) architecture [26]. The ETAE introduces an entropy-based attention regu-
larization mechanism to control uncertainty in the attention distributions, allowing the
model to focus on the most informative features of the data [27|. This approach enables
the detection system to achieve superior accuracy, robustness, and interpretability com-
pared to existing methods [27|. The objective is to develop a scalable and trustworthy
solution that can safeguard autonomous vehicles and loT infrastructures against both
known and unknown attacks while maintaining efficient real-time operation [29].

1.3 Owutcome of the project

To alleviate the limitations of traditional machine learning and deep learning approaches,
this work proposes a new Entropy Regularized Transformer Autoencoder (ETAE) frame-
work to detect anomalies in multivariate time-series data [29]. To facilitate interpretation
of features, reduce uncertainty on attention weights and improve detection confidence,
the ETAE model is equipped with an entropy regularization mechanism that leverages
the expressive power of the Transformer. |25

The principal contribution of our study is a powertul deep learning-based anomaly detec-
tion mechanism, capable of detecting complex temporal and spatial dependencies both
in the Controller Area Network (CAN) bus traffic and Internet of Things (IoT) network
data.[26]

By introducing entropy regularization term into the attention layers, and encouraging
sparse and informative feature selection, the model is capable of focusing on the most dis-
criminative patterns in the data [26]. More interpretable and more confident about making
anomaly detection decisions|28|. In order to evaluate the performance of the model, we
conducted extensive experiments on different real-life datasets like CAN Car Hacking,
ToN-IoT Network and ToN-IoT Weather|[24]. The experiment results indicate that the
proposed approach can achieve higher detection accuracy and robustness, compared to
conventional Transformer Autoencoders (TAEs) and Convolutional Neural Network Au-
toencoders (CNNAEs). The ETAE was tested with standard performance measures such
as accuracy, precision, recall and F1-score[42][43].

Moreover, the proposed ETAE model is scalable and suitable for use in different en-
vironments, from [oT infrastructures to autonomous vehicle networks|28|. By balancing
reconstruction error and attention confidence, the framework ensures better cybersecurity,
system reliability, and operational efficiency|26]. Overall, this research makes a significant
contribution to developing smart, understandable, and strong anomaly detection systems
for next-generation connected and autonomous technologies|42| [44].

10
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2 Literature Review

Numerous methods have been undertaken to detect the anomly attack in the Autonomous
Vechicle:

2.1 Existing Methods and applied models:

e Deep learning techniques have become extremely notable in anomaly detection due
to their strong ability to model complex and sophisticated data patterns. A gen-
eral review conducted by Chalapathy et al. explains the usefulness and internal
restrictions of the different architectures, such as autoencoders, Generative Adver-
sarial Networks (GANs), and Recurrent Neural Networks (RNNs) [45]. Although
these new techniques have positively contributed to detection precision, there are
still some issues, especially in the area of eflicient noise management and general
computing efficiency, and it is this that indicates a noticeable gap in research focus
to come up with more optimized and hybrid model solutions.

e Sakurada and Yairi (2014) demonstrate that autoencoders can be helpful in non-
linear dimensionality reduction as an anomaly detector|46|. They show that au-
toencoders, in particular, denoising autoencoders, can outperform linear Principal
Component Analysis (PCA), and comparable results or better results are also ob-
tained with artificial Lorenz system data and real spacecraft telemetry data. Their
results emphasize that autoencoders can identify fine anomalies effectively without
the heavy computational expense of kernel PCA. They also examine the features
learned and demonstrate that autoencoders can differentiate between normal and
anomalous states. They imply that autoencoders are important for detecting anoma-
lies in high-dimensional and nonlinear data [46].

« Natural Language Processing (NLP) Sequence modeling has developed quickly:
older Recurrent Neural Networks (RNNs), such as Long Short-Term Memory net-
works (LSTMs), represented dependencies but were slowed down due to their sequen-
tial nature. With the advent of attention mechanisms, concentration was enhanced,
particularly on activities like machine translation. Vaswani et al. then radically
changed the direction of the models by introducing the Transformer, which aban-
dons recurrence and uses self-attention only to learn about global dependencies|47].
This innovation has not only made it dramatically parallel to train but has also
firmly established that it is only through self-attention that one can get new state-
of-the-art results in sequence modeling.

« Both Zhai et al. and Hasan et al. deal with the most vital stability problems of
the developed Transformer architecture, but in their own way. Zhai et al. address
the fundamental problem of training instability and find that the entropy collapse
of attention is one of the specific failure modes associated with training divergence

11
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48|. They suggested the norm of attention logits. On the other hand, Hasan et
al. have regularized a particular task, creating an Entropy Regularized Transformer
Autoencoder (ETAE) in multivariate time-series anomaly detection. To reduce at-
tention uncertainty, the ETAE has an entropy regularization factor that gives it
better accuracy and recall in anomaly detection. All these studies conclude that
it is important to actively control the dynamics inside the attention mechanism to
train a model well and improve downstream functionality.

Lee et al. tried to present a critical requirement of strength of Visual Question
Answering (VQA) in relation to anomalies, and their results revealed that the con-
ventional VQA methods, such as Maximum Softmax Probability (MSP), fail in
the multimodal context. They suggested an attention-based detection technique
based on Maximum Attention Probability (MAP). Importantly, they presented a
post-training maximum entropy regularization method. This straightforward tech-
nique enhances anomaly detection by deterring strong attention to anomalies, which
confirms cross-modal attention as the key to enhanced VQA performance and ro-
bustness [49].

The Entroformer was the first high-performance learned image compression system
pioneered by Qian et al., and optimized using top-k self-attention and specialized
positional encoding. Lee et al. addressed the major challenge of robustness in
Visual Question Answering (VQA) in relation to anomalies [50]. Their algorithm
involves Maximum Attention Probability (MAP) stabilized by a maximum entropy
regularization that works much better at detection. Both articles state that accurate
regulation and standardization of the inner attention mechanism are key to both
high performance and great stability in advanced deep learning models.

In Hyperspectral Anomaly Detection (HAD), the article by He et al. presents a Con-
volutional Transformer-Inspired Autoencoder (CTIAE) to overcome the weaknesses
of the present deep learning models. Whereas CNNs are good at local features and
Transformers are good at modeling global dependencies, their application alone in
isolation is usually ineffective at reconstructing the background. To address it, the
authors suggest implementing a hybrid architecture that will combine convolutional
operations and Transformer mechanisms in a seamless manner. The framework ap-
plies the coarse-to-fine approach in which the possible anomalies are first sifted out
by applyving a clustering-based approach to guarantee a clean background training
set. The CTIAE then studies how to recreate this background by concurrently cap-
turing the local spatial context and long-range spectral dependency. Being tested
on real-world hyperspectral data, the proposed approach was found to be more
successful in detecting subtle anomalies within complicated backgrounds than the
state-of-the-art detectors, which demonstrated its effectiveness in sorting out subtle
anomalies. [51].

Agrawal et al. developed the Novel ADS framework, a robust unsupervised solution
designed to protect the weak Controller Area Network (CAN) bus. The system is
able to detect zero-day attacks by training only on regular traffic. To represent
spatial-temporal characteristics and dependence on messages, they applied a hybrid
structure of Convolutional Neural Networks (CNNs) and Long Short-Term Memory
(LSTM) networks. This is accompanied by a new k-sigma statistical mechanism for
determining the anomaly level. The best CNN-LSTM model (M2) was the most
empirically superior model, achieving high F1 scores and outperforming baseline
methods, especially against Fuzzy attacks [52].

12
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Modern vehicular systems are currently under severe security threats due to the
vulnerability of the CAN bus protocol, which does not support authentication or
encryption. Pan et al. examined this fact, and their work described different attack
surfaces, including the physical OBD-II port or a remote attack through malicious
smartphone applications [53|. They demonstrated that attackers can remotely exe-
cute devastating attacks, including engine stalling or braking freezing. Their article
encouraged more research, and they consulted solutions such as powerful Intru-
sion Detection Systems (IDSs) and offered superior safety measures, such as model
checking of the safety requirement.

Nguyen et al. proposed a multi-class Intrusion Detection System (IDS) under the
CAN bus, which they called TAN (Transformer-Based Attention Network). This
system is highly efficient because the self-attention mechanism is applied to sub-
stitute Recurrent Neural Networks (RNNs). TAN increases security by combining
the consecutive CAN IDs and effectively identifying complex replay attacks. It
demonstrates stronger performance and robustness in various vehicle models un-
der transfer learning. The model’s validation utilizes the widely adopted CAN car
hacking dataset [54].

Zhou et al. proposed a new deep learning-based system for detecting CAN bus
anomalies by combining a Deep Neural Network (DNN) with a triplet loss network.
They use an efficient approach, which considers detection a cross-domain task, and
simultaneously trains three sets of data (anchor, positive, and negative) with shared
weights. The core triplet loss mechanism optimizes similarity, ensuring the distance
between normal examples is minimized relative to abnormal examples. This new
DNN + Triplet architecture performed better empirically in detection accuracy than

DNN + SVM and DNN + Softmax baselines [55].

The Controller Area Network (CAN) bus has a severe security vulnerability as the
lack of authentication. Amato et al. addressed this through a pioneering deep
learning approach using MultiLayer Perceptrons (MLP) to detect attacks. Their
approach treated the raw CAN packet data bytes as the feature vector [56]. It was
rigorously validated using a real-world dataset that included DoS, Fuzzy, and Spoof-
ing attacks, and the MLP algorithm proved to be more effective in the detection
case.

Longari et al. proposed a new, unsupervised Intrusion Detection System (IDS)
called CANnolo, which is built on LSTM autoencoders to detect intrusion in the
CAN bus. The system analyzes and rebuilds only valid data sequences, flagging
anomalies based on the resulting reconstruction error. Longari et al. validated this
approach on a real-world dataset, where CANnolo performed better than the state-
of-the-art predictor model, especially when detecting data field-based attacks and
proving to be significantly better at detecting replay anomalies [57].

Residual Learning Framework (ResNet) by He et al. is the basic solution to the
degradation issue that afllicted deep neural networks. They did this by replacing the
learning of a direct mapping with the learning of residual mapping with parameter-
free identity shortcut connections. This innovation made optimization much easier
and made it possible to train networks with 152 layers that progressively increased
accuracy [58|. Such an eminent success of the ResNets prompted them to win the
ILSVRC 2015 classification task and exhibit high generalization to a wide range of
challenges in computer vision.
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