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! "%!

S#Q#S$94:-2'$<&=('/3$94+'2,F$$
!

C+/1>)!*%20)4(!0+&)>.!%$)!.2.()0.!(@%(!)4%/>)!-+4.'0)$.!%4&!/'.14)..).!
(+! -+4&'-(! ?14%4-1%>! ($%4.%-(1+4.! '.14B! 0+/1>)! &)K1-).J! U@).)! 0+&)>.!
>)K)$%B)!K%$1+'.! ()-@4+>+B1).! (+! *$+K1&)! .)-'$)N! -+4K)41)4(N!%4&! )??1-1)4(!
*%20)4(!.+>'(1+4.J!M4&)$.(%4&14B!(@)!&1??)$)4(!0+/1>)!*%20)4(!0+&)>.!1.!
)..)4(1%>! ?+$! &).1B414B! %! .)-'$)! %4&! )??)-(1K)! 0+/1>)! ?14%4-1%>! *%20)4(!
.2.()0J !

!
! ! G66! ?H&,'+$ <&=('/3,F$ M4.($'-('$)&! 3'**>)0)4(%$2! 3)$K1-)! 6%(%!

\M336]! 1.! %! ()-@4+>+B2! (@%(! %>>+G.! '.)$.! (+! 14()$%-(! G1(@! (@)1$! 0+/1>)!
4)(G+$H! (@$+'B@! .@+$(! -+&).J! M336S/%.)&! *%20)4(.! G+$H! /2! &1%>14B! %!
.*)-1k1-!-+&)!(+!%--)..!k14%4-1%>!.)$K1-).N!.'-@!%.!0+4)2!($%4.?)$.N!/%>%4-)!
14A'1$1).N!+$!/1>>!*%20)4(.J!L+*'>%$!14!$)B1+4.!G1(@!>101()&!14()$4)(!%--)..N!
M336!*%20)4(.!%$)!'.)&!?+$!0+/1>)!/%4H14BN!'(1>1(2!*%20)4(.N!%4&!*))$S
(+S*))$!($%4.?)$.J!e+$H.!+4!%42!0+/1>)!*@+4)N!4+!4))&!?+$!14()$4)(!%--)..N!
$)%>S(10)!($%4.%-(1+4.J!d)..!'.)$S?$1)4&>2!14()$?%-)N!.'.-)*(1/>)!(+!.)-'$1(2!
(@$)%(.!1?!4+(!*$+*)$>2!0%4%B)&J!!

!
! ! 94:-2'$ W&22'3,F! C+/1>)! G%>>)(.! .(+$)! '.)$.f! *%20)4(! 14?+$0%(1+4!

&1B1(%>>2N!%>>+G14B!(@)0!(+!0%H)!*%20)4(.! (@$+'B@!%!0+/1>)!%**J!U@).)!
G%>>)(.!-%4!/)!>14H)&!(+!/%4H!%--+'4(.N!-$)&1(l&)/1(!-%$&.N!+$!>+%&)&!G1(@!
?'4&.!&1$)-(>2J!M.)$.!-%4!*%2!?+$!B++&.!%4&!.)$K1-).!/2!.-%4414B!mb!-+&).N!
(%**14B! FTES)4%/>)&! &)K1-).N! +$! ($%4.?)$$14B! 0+4)2! G1(@14! (@)! %**J!
E+00+4>2!'.)&!?+$!14S.(+$)!*%20)4(.N!+4>14)!.@+**14BN!%4&!*))$S(+S*))$!
($%4.?)$.J! E+4K)41)4(N! .)-'$)N! %4&! .'**+$(.! K%$1+'.! *%20)4(! 0)(@+&.J!
X?()4!14->'&).!%&&1(1+4%>!?)%('$).!>1H)!>+2%>(2!*$+B$%0.!%4&!($%4.%-(1+4!
@1.(+$2J! b)A'1$).! %! .0%$(*@+4)! %4&! 14()$4)(! %--)..N! *+()4(1%>! .)-'$1(2!
$1.H.!1?!(@)!&)K1-)!1.!-+0*$+01.)&J!!

$
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-+4(%-(>)..! *%20)4(! )4K1$+40)4(.J! T%.(! %4&! -+4K)41)4(N! .)-'$)! \+?()4!
$)A'1$).! /1+0)($1-! %'(@)4(1-%(1+4]N! %4&! 14-$)%.14B>2! %--)*()&! B>+/%>>2J!
b)A'1$).!%4!FTES)4%/>)&!&)K1-)!%4&!-+0*%(1/>)!*%20)4(!()$014%>.N!4+(!
'41K)$.%>>2!%K%1>%/>)!14!%>>!$)B1+4.J!!
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! "&!

! ! !-"'73$94:-2'$H-22-/.F$54!(@1.!0+&)>N!'.)$.!-%4!0%H)!*'$-@%.).!(@%(!%$)!
/1>>)&!&1$)-(>2!(+!(@)1$!0+/1>)!*@+4)!%--+'4(J!U@)!%0+'4(!1.!%&&)&!(+!(@)!
'.)$f.!0+4(@>2!*@+4)!/1>>!+$!&)&'-()&!?$+0!(@)1$!*$)*%1&!/%>%4-)J!X?()4!
'.)&!?+$!&1B1(%>!B++&.!>1H)!%**!&+G4>+%&.N!B%0).N!+$!14S%**!*'$-@%.).J!F+!
4))&!?+$!-$)&1(!-%$&.!+$!/%4H!%--+'4(.N!)%.2!(+!'.)N!G+$H.!G1(@!%42!0+/1>)!
*@+4)J! d101()&! (+! -)$(%14! (2*).! +?! *'$-@%.).N! -%4! /)! )V*)4.1K)! &')! (+!
-%$$1)$!?)).J!
!

! ! H&/E-/.$)11,F !C%42!/%4H.!+??)$!&)&1-%()&!0+/1>)!%**.!(@%(!%>>+G!'.)$.!
(+!0%4%B)!(@)1$!%--+'4(.N!0%H)!*%20)4(.N!($%4.?)$!0+4)2N!%4&!*)$?+$0!
+(@)$!k14%4-1%>!(%.H.!&1$)-(>2!?$+0! (@)1$! .0%$(*@+4).J!U@).)!%**.!+?()4!
14()B$%()!G1(@!0+/1>)!G%>>)(.!%4&!.'**+$(!K%$1+'.!*%20)4(!0)(@+&.J!M.)&!
?+$! )K)$2&%2! /%4H14B! (%.H.N! 14->'&14B! /1>>! *%20)4(.N! *))$S(+S*))$!
($%4.?)$.N! %4&! 0%4%B14B! k14%4-1%>! %--+'4(.J! 3)-'$)N! 14()B$%().! &1$)-(>2!
G1(@! (@)! '.)$D.! /%4H! %--+'4(N! +?()4! 14->'&).! %&&1(1+4%>! ?)%('$).! >1H)!
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%$)!($%4.?)$$)&!(+!(@)!0)$-@%4(J!E+00+4>2!'.)&!?+$!$)(%1>!*%20)4(.N!?++&!
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M.)&! ?+$! .*>1((14B! /1>>.N! *%214B! ?$1)4&.! +$! ?%01>2N! %4&! +(@)$! 14?+$0%>!
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!
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! ! )83*'/3-7&3-4/$&/+$ )83*4"-N&3-4/ 7!C'>(1S?%-(+$!%'(@)4(1-%(1+4! \CT"]N!

/1+0)($1-!K)$1k1-%(1+4!\)JBJN!k14B)$*$14(!+$!?%-1%>!$)-+B41(1+4]N!%4&!.($+4B!
*%..G+$&! *+>1-1).! %$)! 10*>)0)4()&! (+! K)$1?2! (@)! 1&)4(1(2! +?! '.)$.! %4&!
-+4($+>!%--)..!(+!(@)!.2.()0J!

!

!
"MUWIFU5E"U5XF!Z!"MUWXb5o"U5XF!

!
!

! ! ;"&8+$ !'3'73-4/$ &/+$ <"'>'/3-4/ 7! U@)! .2.()0! 0'.(! 14-+$*+$%()! $)%>S
(10)!0+41(+$14B!%4&!%4%>2(1-.!(+!&)()-(!%4&!*$)K)4(!?$%'&'>)4(!%-(1K1(1).J!
U)-@41A').! .'-@! %.! 0%-@14)! >)%$414B! -%4! /)! '.)&! (+! 1&)4(1?2! '4'.'%>!
*%(()$4.!+$!/)@%K1+$.!(@%(!0%2!14&1-%()!?$%'&J!

!
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! ! )<0$6'78"-3=7!3)-'$14B!"L5.!1.!-$'-1%>!%.!(@)2!.)$K)!%.!(@)!-+00'41-%(1+4!
-@%44)>! /)(G))4! (@)! 0+/1>)! %**>1-%(1+4! %4&! /%-H)4&! .)$K1-).J! "L5!
B%()G%2.N!(+H)4S/%.)&!%'(@)4(1-%(1+4N!%4&!$%()!>101(14B!%$)!)0*>+2)&!(+!
*$+()-(!%B%14.(!%((%-H.!>1H)!&%(%!/$)%-@).!%4&!"L5!01.'.)J!!

!

!
"L5!UWbI"U3!

$
! ! 6'78"'$ J4+-/.$ <"&73-7', 7! T+>>+G14B! .)-'$)! -+&14B! .(%4&%$&.! @)>*.! 14!

014101_14B! K'>4)$%/1>1(1).! .'-@! %.! 3md! 14,)-(1+4N! -$+..S.1()! .-$1*(14B!
\^33]N!%4&!+(@)$!-+00+4!.)-'$1(2!(@$)%(.J!!!
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!
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! #^!

! ! G,'" ?;"-'/+2=$0/3'"5&7' 7!U@)!&).1B4!+?!(@)!'.)$!14()$?%-)!0'.(!*$1+$1(1_)!
)%.)!+?!'.)N!)4.'$14B!(@%(!'.)$.!-%4!4%K1B%()!(@)!.2.()0!14('1(1K)>2J!U@1.!
14->'&).! *$+K1&14B! ->)%$! 14.($'-(1+4.N! 014101_14B! (@)! 4'0/)$! +?! .()*.!
$)A'1$)&!?+$!($%4.%-(1+4.N!%4&!)4.'$14B!%--)..1/1>1(2!?+$!'.)$.!G1(@!K%$214B!
>)K)>.!+?!()-@41-%>!*$+k1-1)4-2J!!
!

! ! 94:-2'$KO1'"-'/7' 7!U@)! .2.()0!0'.(! /)!+*(101_)&!?+$!0+/1>)!&)K1-).N!
G1(@! %! $).*+4.1K)! &).1B4! (@%(! %&%*(.! (+! &1??)$)4(! .-$))4! .1_).! %4&!
+*)$%(14B! .2.()0.! \)JBJN! "4&$+1&! %4&! 1X3]J! "&&1(1+4%>>2N! (@)! 0+/1>)! %**!
.@+'>&!/)!>1B@(G)1B@(!%4&!?%.(N!*$+K1&14B!%!.)%0>)..!)V*)$1)4-)!)K)4!14!
%$)%.!G1(@!>101()&!4)(G+$H!-+44)-(1K1(2J!!

$
! ! 6=,3'($)"7*-3'738"' 7!U@)! '4&)$>214B!%$-@1()-('$)!0'.(! /)!&).1B4)&!(+!

@%4&>)!14-$)%.14B!4'0/)$.!+?!'.)$.!%4&!($%4.%-(1+4.!%.!(@)!.2.()0!B$+G.J!
C1-$+.)$K1-).! %$-@1()-('$)! %4&! ->+'&S/%.)&! .+>'(1+4.! %$)! +?()4! '.)&! (+!
)4.'$)! .-%>%/1>1(2N!%>>+G14B!?+$! )?k1-1)4(!$).+'$-)!0%4%B)0)4(!%4&!>+%&!
/%>%4-14BJ!

$
! ! <'"54"(&/7'$ Y13-(-N&3-4/ 7! U@)! .2.()0! 0'.(! /)! +*(101_)&! ?+$!

*)$?+$0%4-)N!G1(@!>+G!>%()4-2!%4&!@1B@!%K%1>%/1>1(2J!U)-@41A').! .'-@!%.!
-%-@14BN! >+%&! /%>%4-14BN! %4&! %.24-@$+4+'.! *$+-)..14B! %$)! )0*>+2)&! (+!
)4.'$)! (@%(! (@)! .2.()0! -%4! @%4&>)! @1B@! ($%4.%-(1+4! K+>'0).! G1(@+'(!
-+0*$+01.14B!.*))&!+$!$)>1%/1>1(2J!!

$
! ! L'.82&34"=$J4(12-&/7' 7!U@)!.2.()0!0'.(!%&@)$)!(+!$)>)K%4(!$)B'>%(1+4.!

%4&!.(%4&%$&.N!.'-@!%.!#6Lb!\#)4)$%>!6%(%!L$+()-(1+4!b)B'>%(1+4]N!LE5S
633!\L%20)4(!E%$&!54&'.($2!6%(%!3)-'$1(2!3(%4&%$&]N!%4&!>+-%>!k14%4-1%>!
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API Definition & Publication- Define APIs once and publish to many environments in 
just a few steps.!

API Authentication & Authorization- Authenticate and authorize APIs using JSON 
Web Token (JWT) validation and API keys 

Rate Limiting- Protect APIs from DDoS attacks or bad client requests 

Fair predictable Pricing- Pay only for successful API calls processed. DonÕt be 
artificially constrained by number of users or APIs with Enterprise Support 

Performance- Deliver high performance for processing both North-South and East-
West API traffic without any complexity 

Real Time Monitoring & Alerting- Get critical insights into application performance by 
obtaining visibility into over 100 metrics 

Control Plane- The NGINX Controller API Management Control Plane- simple user 
interface that offers powerful functionality for Infrastructure & Operations and DevOps 
teams to define, publish, secure, monitor, and analyze APIs. 

API Security- The WAF/ API Security prevents through OWASP10 and OWASP API 
top10 
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