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Abstract

The security of safety in the Internet of Vehicles (IoV) has great concern in recent
years. Intra-vehicular networks (IVNs) are increasingly targeted by cyberattacks, disrupt-
ing normal vehicular operation and causing damage to data received from various sensors.
An anomaly in the sensor data due to a cyberattack may disrupt normal vehicular op-
eration. Therefore, IVNs require cutting-edge anomaly detection mechanisms to ensure
vehicle privacy and security. In our final-year design project (FYDP), we initially pro-
posed an unsupervised anomaly detection method using a transformer-based autoencoder,
commonly referred to as a transformer autoencoder. Using the CAN bus hacking dataset,
we test our system. Furthermore, we have proposed a more efficient entropy-regularized
transformer autoencoder (ETAE) for large-scale multivariate time-series data, such as the
ToN IoT network and weather, to quantify uncertainty in anomaly detection. The pro-
posed ETAE incorporates entropy-based regularization into its attention mechanism. The
proposed ETAE enhances the model’s anomaly detection capabilities by penalizing high-
entropy attention distributions and encouraging the machine to focus more confidently on
key regions. A thorough mathematical expression of both models has been derived, and
the theoretical derivation has been verified through extensive simulation work. The simu-
lation results show that our models outperform the conventional deep learning baselines
noticeably in terms of Fl-score, accuracy, precision, and recall.
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1 Introduction

1.1 Background of the project

In today’s data-driven technological era, the rapid advancement of the Internet of Things
(IoT), Cyber-Physical Systems (CPS), and Intelligent Transportation Systems (I'TS) has
revolutionized the way modern industries operate and communicate [1] [2]. These tech-
nologies have introduced automation, intelligence, and interconnectivity across diverse
fields such as manufacturing, healthcare, agriculture, and particularly transportation |3]
[4] [5]. The integration of artificial intelligence (AI), smart sensors, and actuators en-
ables real-time monitoring, automated control, and predictive decision-making, resulting
in the continuous generation of massive volumes of multivariate time-series data from
interconnected devices and communication networks. This continuous data flow forms
the foundation of modern smart infrastructures and plays a crucial role in improving op-

erational efficiency, safety, and sustainability|6].

The Internet of Things (IoT) has become a fundamental component of intelligent sys-
tems by connecting billions of devices that exchange data seamlessly [7|. Through this
interconnection, IoT enhances communication, resource optimization, and automation,
creating new opportunities for innovation across various industries [8|. In transportation,
[oT forms the core of Intelligent Transportation Systems (I'TS), which leverage real-time
data and smart communication technologies to enhance mobility, reduce traffic conges-
tion, and improve safety. ITS applications, such as vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) communication, enable smarter traffic management, autonomous
driving, and efficient transportation coordination. Therefore, the [oT and ITS are vital in
building safer, more efficient, and environmentally sustainable transportation systems |9].

A key innovation emerging from these technological advancements is the development of
Autonomous Vehicles (AVs) [10] [11]. These vehicles represent a major step toward re-
alizing fully intelligent and self-operating transportation systems. AVs rely on advanced
sensing technologies such as LiDAR, radar, cameras, and GPS to perceive their environ-
ment and make accurate, real-time driving decisions [12|. At the core of these vehicles are
Electronic Control Units (ECUs), which are embedded computing systems responsible for
controlling critical functions such as steering, braking, acceleration, and navigation. To
ensure synchronized operation among multiple subsystems, modern vehicles incorporate
dozens of ECUs that communicate through Intra-Vehicular Networks (IVNs) using proto-
cols such as FlexRay, Media-Oriented Systems Transport (MOST), and Controller Area
Network (CAN) [13] [14] [15].

Among these communication protocols, the CAN bus is the most widely used due to its low
cost, high efficiency, and simplicity. However, despite its advantages, the CAN protocol
suffers from several inherent security vulnerabilities [16] [2]. Its broadcast-based commu-
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nication structure and lack of encryption or authentication make it highly susceptible to
cyberattacks such as spoofing, message injection, and denial-of-service (DoS)[17] . Such
attacks can disrupt normal communication among ECUs, manipulate vehicle functions,
and compromise passenger safety[18]. As vehicles and IoT devices become increasingly
interconnected, the attack surface expands, making cybersecurity and anomaly detection
an urgent research priority [18]. Protecting communication networks in autonomous and
loT-based systems is therefore essential to ensure safety, reliability, and stability in intel-
ligent environments [19].

Traditional statistical and machine learning approaches for anomaly detection often strug-
gle to handle the complexity, high dimensionality, and nonlinearity of multivariate time-
series data generated by such systems [20]. They rely heavily on manual feature extraction
and fail to capture long-term temporal dependencies and inter-feature correlations, leading
to inconsistent or inaccurate anomaly detection results [21]. To overcome these limitations,
researchers have increasingly adopted deep learning models such as Autoencoders (AEs)
and Transformers, which can automatically learn complex data patterns and temporal
dependencies [22]|. Autoencoders are widely used for unsupervised anomaly detection by
reconstructing normal data behavior and identifying deviations based on reconstruction
errors|23]. Similarly, Transformer-based models utilize self-attention mechanisms to learn
temporal relationships in sequential data effectively|24|. However, standard Transformer
Autoencoders (TAEs) often suffer from high-entropy attention distributions, which intro-
duce uncertainty, reduce interpretability, and lower anomaly detection precision|[20] [22].

To address these challenges, this research proposes an Entropy-Regularized Transformer
Autoencoder (ETAE) for anomaly detection in multivariate time-series data [25|. The
ETAE introduces an entropy-based regularization term within the Transformer’s attention
mechanism to minimize uncertainty and enhance focus on the most informative features
126]. By penalizing high-entropy attention distributions, the model encourages more con-
fident and interpretable attention patterns, resulting in improved accuracy, robustness,
and reliability 27]. The proposed ETAE framework is evaluated using multiple real-world
datasets, including the CAN Car Hacking, ToN IoT Network, and ToN IoT Weather
datasets|28|. Experimental results demonstrate that ETAE significantly outperforms con-
ventional Transformer Autoencoders (TAE) and Convolutional Neural Network Autoen-
coders (CNNAE) in terms of accuracy, precision, recall, and F1-score [26]. These findings
confirm that integrating entropy regularization into Transformer architectures enhances
anomaly detection performance while providing a more interpretable and cybersecurity-
oriented solution for modern intelligent systems [29].

1.2 Problem Statement

Despite the remarkable progress in Artificial Intelligence (Al), networking, and automa-
tion technologies, Intra-Vehicular Networks (IVNs) and Internet of Things (IoT) commu-
nication systems continue to face significant cybersecurity challenges [30]. These intercon-
nected systems are at the core of modern intelligent infrastructures—autonomous vehicles,
industrial IoT platforms, and smart environments—all of which rely heavily on real-time
data exchange and automated decision-making [31|. However, as the level of connectivity
increases, so does the system’s vulnerability to cyber threats [32]. These weaknesses can
disrupt normal operations, compromise data integrity, and endanger user safety, thereby

(%8 CamScanner


https://v3.camscanner.com/user/download

(%8 CamScanner

































































































































